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Welc in!
Dear reader,
Change is the only constant in this world. Living beings
change by growing, learning and ageing. The world around
us changes and we have to adapt to it every day. Without
change, there would be no learning and no progress. There
would be no digitization and it will not go away either. However, digitization has less to do with products substituting
individual analogue processes and professions than with a
general rethinking and redistribution of resources. Digitization has made the world fit into a cell phone. It is finding
solutions before we can write laws for them.
But with progress ahead of the laws comes abuse. Changes
have therefore to be viewed in both enthusiastic and critical
light. Accordingly, the blockchain is deemed to be the holy
grail and at the same time, at war with sacred data protection
rules. However, building on believes while separating technology and law cannot be the right way.
A very helpful and interesting point of view is that of the
Kenyan people. Their mobile payment system M-PESA has
changed everyday life since its introduction in 2007. M-PESA
is built on a real need. It has made the life of Kenyan people
easier and more efficient. And it is not blockchain-based.
There is not just one truth. Or one solution. The changes
associated with digitization, especially the interconnected
and intertwined everyday life of human beings, need us to
rethink laws. Still, every culture has its own understanding of

law and order and of right and wrong. Trust stems from the
rules lived by and, of course, from personal experience. Painful experiences like the collapse of Mt. Gox lead to further development and to a more critical view of what it means to
interact in a virtual world where technical understanding and
law are the last things that come to mind. It has always been
hard to balance interests and to keep up with time.
In the field of „crypto“ we are witnessing attempts to redefine
familiar concepts and objects, as well as the transformation
of identity towards authenticity. Legislators, law users and
addressees should not accept confusion and demand clear
answers. They must ensure that freedom and public order
can remain in balance. Other countries might inspire to
find solutions to problems that seem to be unsolvable at first
glance.
That‘s why we bring the world together. The exchange of
knowledge has always been an important part of humanity
and will always remain to be one.
Best regards,

Claudia Otto
Editor
claudia.otto@rechtinnovativ.online
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M-PESA’s Impact on Kenyan Economy:
Processing 90 Percent of All Mobile Money Transactions in Kenya

GEOFFREY MUCHOKI*

I. Introduction
M-PESA, (“m” for mobile, and pesa for “money” in Kiswahili) is a mobile money transfer system operated by Safaricom,
Kenya’s largest mobile phone services provider. Other than
M-PESA money transfer services, Safaricom’s customers
benefit from its mobile and voice, SMS, data, and internet
services. Mobile money enables individuals to transfer money through the Short Messaging Service (SMS).
M-PESA is advertised as a faster, easier and safer way of sending and receiving money from person to person, referred to
as P2P. The service has electronic accounts where customers can save their money and withdraw at their convenience
from M-PESA agents. Deposits are made in the form of ‘hard’
cash at the location of M-PESA agents. Besides making currency deposits and withdrawals, customers can also pay bills
using the paybill function, as well as send and receive money.
According to Al-alak and Tarabieh (2011)1, innovation-performance relationship is context dependent and factors
such as the type of innovation, the cultural context and age
of the firm affect the impact of innovation on organizational performance to a large extent. Chuhan-Pole and Angwafo

(2011)2 define M-PESA as a small-value electronic payment
and store-of-value system in Kenya accessible from ordinary
mobile phones. These authors note that the system processes more transactions domestically than Western Union does
globally. According to them, M-PESA’s market success is the
result of the interplay of three factors: pre-existing country conditions that made Kenya a conducive environment
for successful mobile money deployment; a clever service
design that facilitated rapid adoption and early capturing
of network effects; and a business execution strategy that
helped M-PESA rapidly reach a critical mass of customers.
Out of all Safaricom’s products, M-PESA is arguably the
one that has had the greatest impact on Kenyan economy. From a relatively simple solution, launched in 2007,
which allowed individuals to transfer cash to one another, M-PESA has grown into a sophisticated system with
a number of functions catering to a wide range of needs
and services, and accounting for 90 percent of all mobile
money transactions in Kenya.
In just 10 years of operation, M-PESA has expanded to
10 countries with over 30 million active customers.3 The
number of transactions per month continues to rise with
the rising mobile services coverage by Safaricom. From its

* Geoffrey Muchoki is an Advocate of the High Court of Kenya who practices Commercial Law, International Economic Law, Intellectual Property Law and Property Law. When not practising law, he is probably interacting with young entrepreneurs or somewhere on a beach.
1 Basheer Abbas Al-alaak & Saeed A. Tarabieh (2011) “Gaining competitive advantage and organizational performance through customer orientation, innovation differentiation and market differentiation”.
2 YES AFRICA CAN: SUCCESS STORIES FROM A DYNAMIC CONTINENT, P. Chuhan-Pole and M. Angwafo, eds., World Bank, August 2011. Available at https://ssrn.com/abstract=1593388
(last accessed on 23 October 2018).
3 Available at https://www.safaricom.co.ke/about/media-center/publications/press-release/release/337 (last accessed on 23 October 2018); Market Place Africa by CNN available at https://edition.cnn.com/2017/02/21/africa/mpesa-10th-anniversary/index.html (last accessed on 23 October 2018).
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launch, Safaricom has undergone a remarkable rapid growth
within its market, covering most of the geographical regions
in Kenya as the main mobile phone money transfer service. According to research conducted by Kimenyi and Ndung’u (2009)4, the service attracted over 250,000 customers
four months after its launched, yet this was expected to be
achieved after one year from its launch. This was a clear indication that the service had the potential to attract a larger
number of customers in its prospective years within a short
period in the market.

3

their relatives in urban areas asked them to sign up and use
M-PESA. The price structure is designed so that it is cheaper to send money to a registered user. If the recipient is not
registered, Safaricom charges a higher fee which the sender
must pay.
Since its inception, there has been a tremendous shift of preference from the other platforms to M-PESA which has led
to reduction of prices by the other platforms with the threat
of obsolescence. Effectively, customers incur less as money
transfer fees therefore saving more.

II. Observations on Usage of M-PESA
There are two types of users: urban senders, who are mostly
men, and rural recipients, who are mostly women.
The World Bank found in a 2010 survey that in Kibera (the
largest informal settlement in Kenya), a majority of customers are young men. Customers deposit money into M-PESA
and transfer money to their rural relatives. In Bukura (a rural setting in Kakamega County), a majority of customers are
women and retirees. They use M-PESA to withdraw money
sent to them by relatives in the city. Most transfers fall into
two categories:
•

recurrent transfers that function as income support
for the recipient and;

•

transfers used to address lump sum needs, such as
the purchase of farm inputs. Recurrent transfers are
more frequent (once per month or more) and smaller in value than lump sum transfers. The most common reason for a lump sum transfer is to pay school
fees.

Urban users adopted M-PESA because it is cheaper, easier to
access, and safer than other money transfer options. Urban
users usually persuade rural recipients to also register with
the service.
Most users in Kibera say they chose M-PESA because of cost,
accessibility and safety. The main money transfer system
was the postal office money transfer order service which was
slow and inconvenient. The post office offered a variety of
different money transfer products including instant money
transfer (posta-pay) and money orders which would be delivered to the post office closest to the recipient.
Urban users say they prefer M-PESA because it is faster (the
transfer occurs almost instantaneously), easier to access
(there is a wide agent network), and safer (they don’t have to
travel with money). In the rural areas, a majority of users say

In Kenya, approximately 70 percent of people earning less
than 3 $ a day do not have bank accounts and the poor face
enough cost barriers to financial inclusion. It is thus evident
that mobile money solutions contribute to financial inclusion and economic growth if well implemented.
Barriers to usage for urban users include failed transactions
and inability to get help from Safaricom. For rural users, barriers include cash float shortages.
Because M-PESA uses the same data channel as text messages, it often becomes congested at peak texting times. As
a result, some transactions fail. These transactions either are
not processed in the system, or they are processed but the
confirmation SMS is not sent. This is a common source of
customer dissatisfaction. When this happens, the agent calls
Safaricom’s customer support for the customer. However,
because of the high volume of calls, it can take agents several
hours to get through. This sometimes makes failed transactions difficult to resolve.
In rural areas the most common complaint is related to the
cash float of agents. The M-PESA system depends on banks
for its liquidity. To process withdrawals, agents have to maintain their cash float by making regular trips to the bank. These
trips are often costly and time consuming for rural agents because most banks are located in urban centers. Some agents
minimize their costs by stocking up on cash less frequently.
This constrains the efficiency of M-PESA and forces some
customers to travel to cities to make withdrawals.
Although person-to-person transfers dominate M-PESA use,
urban customers also use M-PESA to store money. Nearly a
third of banked customers in urban settlements keep a balance in their M-PESA account.
They say they prefer M-PESA because it is easily accessible.
There are no banks within the informal settlement, but there
are many M-PESA agents. This means that M-PESA customers do not need to travel to access their cash. Note that money

4 Mwangi S. Kimenyi & CBK Governor Njuguna Ndu’ngu (2009) “EXPANDING THE FINANCIAL SERVICES FRONTIER: Lessons from mobile phone banking in Kenya”, available at https://
www.brookings.edu/wp-content/uploads/2016/06/1016_mobile_phone_kenya_kimenyi.pdf (last accessed on 23 October 2018).
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“This has increased the financial autonomy of the
women and has made them less dependent on
their husbands for their livelihoods.”

stored in M-PESA and a bank have different purposes. Most
use M-PESA for daily consumption. Some also use it to accumulate “small money” into a lump sum. In this case, “small
money” refers to deposits ranging from 100 Ksh (US$1.30) to
1,000 Ksh (US$13.00), or approximately one week’s wages. In
some cases, this money is remitted back to the rural home.
In others, it is kept for an “emergency” or unexpected event
such as a funeral. Customers use their bank account mostly
for long-term savings. Because M-PESA is not designed as
a savings mechanism, no interest is gained on the money
stored. This discourages many banked users from keeping
larger amounts of money in M-PESA.
Many use M-PESA as a substitute for informal methods of
savings, especially keeping money at home. Most say they
prefer to store money with M-PESA because it is safer. They
do not need to worry about household members finding, and
stealing, their money. Many of the unbanked further note
that they keep money in M-PESA because they trust Safaricom, whereas they feel that money stored in a bank is at a
high risk of being lost. Not surprisingly, those who use M-PESA for daily consumption usually store less than those who
use it to accumulate “small money.”

cheap and easily accessible. Money can be sent from anywhere, and at any time, as long as a balance is maintained in
the account. As one urban user notes, “M-PESA never closes.”
2. The Income of Rural Recipients Increased by Up to 30
Percent Since They Started Using M-PESA.
In a 2011 survey by the World Bank, seventy respondents
were asked whether household income had changed since
they adopted M-PESA.7 Fifty-four rural respondents (77 percent) note an income increase since adopting M-PESA. For
38 respondents, this increase is 5-30 percent of household
income. Such an increase is the result of money being sent
more frequently. By breaking up their transfers, urban migrants end up remitting more money back home. Also, rural
recipients save money when retrieving cash. They no longer
need to pay for transport costs to urban centers, where most
of the money transfer services are located. Instead, they make
the withdrawal directly from M-PESA agents near them. Such
an increase is vitally important for the rural recipients, who
depend heavily on remittances for their livelihoods. The financial diaries reveal that such remittances constitute as
much as 70 percent of rural household income.

III. Observations on Impact of M-PESA
3. M-PESA Empowers Rural Women by Making It Easier for
Them to Solicit Funds From Their Husbands and Other
Contacts in the City.

1. Increase in Frequency of Transactions.
The dramatic adoption of M-PESA, expanding the market
share of Safaricom is explained vividly by Chandy et al. (2013)5.
The authors recount that within the first month of adoption,
20,000 customers signed up, exceeding the expectations
of all involved. Within one year, M-PESA had more than 2
million customers. Within three years there were almost 10
million customers – some 50 percent of Kenya’s adult population then.
It has been estimated that more than 70 percent of the
Kenyan GDP flowed through M-PESA as at June 2018.6
Before adopting M-PESA, most users sent money home
once a month or once every two months. Users explained
that they made more frequent transfers because M-PESA is

The mobile phone, in conjunction with M-PESA, is a powerful tool for mobilizing remittances. Before these technologies
were introduced, rural women had to travel to the city or post
office by bus to get money. They then had to travel back to
the village. This process could take over a week. Now they
can use a mobile phone to request a remittance and receive
it at a nearby agent, making it easier for rural women to solicit
funds from their husbands in the city. It is also easier for them
to solicit cash from other contacts when their husbands refuse to make the transfers. This has increased the financial
autonomy of the women and has made them less dependent
on their husbands for their livelihoods.
It has been further suggested in the Science journal article

5 L. Chandy, K. Dervis, S. Rocker “Clicks into bricks, technology into transformation, and the fight against poverty” (2012), available at https://millercox.com/wordpress/wp-content/
uploads/2013/05/Aspen12_report.pdf (last accessed on 23 October 2018).
6 “M-PESA business could power GDP” The Star Newspaper 11 May 2018, available at https://www.the-star.co.ke/news/2018/05/10/m-pesa-business-could-power-gdp_c1756317 (last
accessed on 23 October 2018).
7 Ignacio Mas and Dan Radcliffe “Mobile payments go viral: M-PESA in Kenya” (2011).
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“M-PESA users spread out their savings across all
of these mechanisms to decrease the risk of money being “wiped out” if one mechanism fails.”

“The long-run poverty and gender impacts of mobile money“, Suri and Jack (2016)8, that access and use of M-PESA has
lifted an astounding 2 percent of households out of poverty.
From their research, the households led by women were
most affected by this owing to their new-found ability to
exhibit more financial resilience and to save money by using
the service.
4. M-PESA Has Made It Easy Sending of Money to Users in
Kenya From Their Families Living Abroad.
Transfer of money through M-PESA to M-PESA and other
financial service providers like Skrill and PayPal is now not
foreign in the economic space. These transactions are conducted at a small fee, making M-PESA one of the cheapest
ways to send money to Kenya.
The feedback on this by users has been overwhelming with
many users attributing their investments and growth to the
service and more particularly, to the funds transferred to
them by their kin living abroad.
5. Users Are Integrating M-PESA Into Their Savings Portfolio. As a Result, Savings Patterns are Changing.
The financial updates reveal that M-PESA is being used in
conjunction with popular savings mechanisms, including having a bank savings account, using informal savings
clubs9, and keeping money at home. M-PESA users spread

out their savings across all of these mechanisms to decrease
the risk of money being “wiped out” if one mechanism fails.
When M-PESA became available, users began to make frequent deposits of “small money” into their M-PESA accounts.
The financial updates reveal that users make, on average, 15
of these deposits per month.
Courtesy of the success of M-PESA, the M-PESA Foundation Academy10 has been established is the premier’s
contribution to the education sector. According to the
company, education is one of the interventions for which
the Social Return on Investment is highest, amplifying
the value created by this investment.
IV. Conclusion
Rapid adoption and frequent use of M-PESA engendered a
variety of positive outcomes, as well as unintended consequences. Specific design elements of the M-PESA system
shape these impacts. Most important, by allowing money to
flow electronically rather than physically, M-PESA lessens,
and in some cases eliminates, many of the spatial and temporal barriers to money transfer. This releases money flows
in Kenya and allows such flows to penetrate rural areas where
cash is difficult to access. Also, as M-PESA reached a critical
mass of users, network effects began to develop. Each new
M-PESA user has the potential to tap into an extensive network of potential remitters and lenders. Many of the rural residents quickly realized this potential and used this network to
increase their income inflows.

8 Suri/Jack, “The long-run poverty and gender impacts of mobile money“, 9 December 2016, http://science.sciencemag.org/content/354/6317/1288 (last accessed 22 October 2018).
9 Ignacio Mas and Dan Radcliffe “Mobile payments go viral: M-PESA in Kenya” (2011).
10 https://mpesafoundationacademy.ac.ke (last accessed on 23 October 2018).

01.11.2018

Ri-nova 01/2018

Recht innovativ worldwide

6

Gitiri: The Legal Regulation of M-PESA

Ri - Recht innovativ

The Legal Regulation of M-PESA
JENNIFER GITIRI*

Introduction

Background

This paper explores the challenges inherent in the legal
regulation of M-PESA. It would particularly examine
the conflicting regimes of the banking sector and
telecommunications and how the two can be bridged.
Attention is placed on the Central Bank of Kenya Act as
amended in 2003, the Central Bank of Kenya’s agency
guidelines issued in 2011, the Kenya Information and
Communications Act, the Consumer Protection Law, the
Capital Markets Authority Act and the National Payment
Systems Act of 2011.

The M-PESA as a money transfer system was developed
in 2005 and formally launched in 2007. This was after the
regulators had conducted due diligence that involved:3 the
procurement of a legal opinion to the effect that Safaricom
was not engaged in banking business in line with Section 3
of the Banking Act. It also ascertained the system’s security
mechanisms and the provision for minimum standards.
The Central Bank of Kenya (CBK), the Communication
Commission of Kenya and Ministry of Finance assessed
associated risks before commissioning the project. Other
than providing oversight, the CBK put in place measures to
ensure that minimum standards were to be met.

M-PESA is a money transfer service that allows users to
use their mobile phones to store and transfer money.1
Mobile money has become a common phenomenon in
Kenya for the delivery of financial services to those groups
of individuals who are unbanked.2 The new technologies
have often preceded faster than the government is able to
regulate them considering the new technologies traverse
telecommunication and the banking sectors. Both sectors have
rigorous and varying approaches to regulation. Considering
the existence of this environment the state has had to
relax its regulatory framework to accommodate continued
innovation in the mobile money sector. The net effect is
that numerous challenges still exist in operationalization of
M-PESA due to multi-sectoral regulations requirements.

Mobile payments challenge regulatory capacity as they cut
across various regulatory domains, including banking, telecommunications, payments systems, and anti-money laundering regimes. Where mobile payments have taken root,
regulators have tended to adopt a “test and see” approach that
allows operators to experiment and develop their business
models under close supervision. Once market innovation
and learning have satisfied the needs of regulators and mobile operators, regulation has been created and implemented
to provide legal certainty and to create a level playing field to
allow new players.4

* Jennifer Gitiri is an advocate of the High Court admitted to the Kenyan bar. She is a firm believer that if the rule of law is properly applied and adhered to, the world would be a better
place. She enjoys traveling when not practicing the law.
1 Mercy Wanjau, Mpesa: Regulatory Framework, available at https://www.wto.org/english/tratop_e/serv_e/.../wanjau_e.pdf, accessed on 28 September 2018.
2 Joy Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014).
3 Wanjau, Mpesa: Regulatory Framework, available at https://www.wto.org/english/tratop_e/serv_e/.../wanjau_e.pdf, accessed on 28 September 2018.
4 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 17.
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“In a fast paced world where technology innovations happen very fast, the government was faced
by a real dilemma, what should come first, regulation or innovation? The government chose the
latter and let regulation follow technology. Thus,
the government has basically been reactive only
creating regulations after industry has accepted
the application of the technology.”

M-PESA on its part began with a loose regulatory structure
whose role was to facilitate the development and success of
the system. Safaricom, was given the leeway to craft a unique
model that met the needs of the Kenyan market. It operates
M-PESA under a special licence from Central Bank of Kenya,
whose conditions are more relaxed compared to those of
banks and other financial institutions. However, concerns
still exist that this is a huge gamble which would have a
catastrophic effects in the event of the system’s collapse.5
The complexity of regulating electronic money transfer was
highlighted in the Lehman Brothers case.6 In this case, the
Lehman Brothers International Europe was involved in the
multiple complex financial transactions on a daily basis. It got
to a time when it could not meet its financial obligations and
was declared insolvent. In the judgment, the Supreme Court
was unable to determine with any certainty the amount of
client monies held by Lehman Brothers International Europe
to be pooled, or, once determined, who was entitled to
participate in or receive money from that pool.
Since the creation of M-PESA as a mobile money transfer
medium, a unified body of law has been elusive owing to
the multi-sectoral regulatory frameworks that would be required. It is also partly due to the assumption that existing
laws are sufficiently placed to address traditional paper based
money transactions. What is often forgotten is that M-PESA
is a technology based money transaction that would require
modification of existing financial legal infrastructure.7 Other
than paper based financial transactions, current ones heavily
rely on technology to transact their business. In a fast paced
world where technology innovations happen very fast, the
government was faced by a real dilemma, what should come
first, regulation or innovation? The government chose the

latter and let regulation follow technology. Thus, the government has basically been reactive only creating regulations after industry has accepted the application of the technology.8
The widening gap between mobile money transactions and
regulation illustrates the current state of mobile money legal
framework.
Apparently, existing law is not flexible enough to address
emerging issues in mobile money transactions. Regulation
has followed international best practices9 of regulating mobile money transfer frameworks from other jurisdictions.
What has remained constant is that regulation has failed
to keep up with mobile money technologies.10 This creates
credible concerns that the regulation regime is insufficient
to address issues emanating from mobile transactions. The
concern this raises is that continued application of traditional
methods would stifle rather than spar innovation in the development of mobile money transactions.11
Legal Regulation of M-PESA
For a better understanding of M-PESA regulation it would
be imperative to put it into perspective by examining the
structure of M-PESA each with its different regulatory regime.
The completion of an M-PESA transaction consists of four
transactions that answer to different regulatory regimes. The
first is the mobile network operator (MNO), the bank, the
agent and finally the consumer.
Mobile Network Operator
The mobile network operator (MNO) plays an important role
in the M-PESA money transfer. MNO are generally regulated
by the Kenya Information and Communications, 2012. The

5 See generally Wanjau, Mpesa: Regulatory Framework, available at https://www.wto.org/english/tratop_e/serv_e/.../wanjau_e.pdf, accessed on 28 September 2018.
6 Lehman Brothers International (Europe) (In Administration) and In The Matter of Insolvency Act 1986, [2012] UKSC 6 .
7 James Rogers, ’The End Of Negotiable Instruments: Bringing Payments Systems Law Out Of The Past’ (OUP: Oxford, 2012) at 3.
8 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 10.
9 A. Watson, Legal Transplants: An Approach to Comparative Law (Edinburgh, 1974) at 11.
10 Zeinab Karake- Shalhoub, Lubna Al Qasimi, The Diffusion of E-Commerce in Developing Economies: A Resource Based Approach 2006.
11 Raymond T. Nimmer, ‘International Information Transactions: An Essay on Law in an Information Society’’, (2000) 26 Brooklyn Journal of International Law 5.
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“Individual payment transactions occur entirely
within the MNO and do not require the service
user to have a bank account. The way it works is
that funds in transit are deposited by the remitter
but not yet withdrawn by the recipient.”

objective of the legislation is to “provide for the establishment
of the Communications Commission of Kenya, to facilitate
the development of the information and communications
sector (including broadcasting, multimedia, telecommunications and postal services) and electronic commerce to
provide for the transfer of the functions, powers, assets and
liabilities of the Kenya Posts and Telecommunication Corporation to the Commission, the Telcom Kenya Limited and the
Postal Corporation of Kenya, and for connected purposes.”12
The MNO (telecommunication operator) is licensed under
section 79 of the Kenya Information and Communications
Act. MNO is the telecommunications company that provides
and extends the wireless network messaging functionality
to provide payment services that enable customers to remit
funds to each other that can be settled through its own established agent network. Individual payment transactions occur
entirely within the MNO and do not require the service user
to have a bank account.13 The way it works is that funds in
transit are deposited by the remitter but not yet withdrawn by
the recipient.14 Money is deposited in a segregated account
normally with one or more banks as a trust account within
the financial system. In this context, the service provider executes a client payment instruction but different from credit
and risk evaluation which is reserved for banking institutions.15 For that matter MNO do not require the kind of regulation envisaged under the Banking Act since the depositing bank arises no responsibility for payment through MNO.
MNO only provide the infrastructure and communication
service, agent oversight and quality control.16

Act,17 as “an Act of Parliament to amend and consolidate the
Law regulating the business of banking in Kenya and for
connected purposes.”18 The Act restricts who can be licensed
to carry on banking business in Part II. Banking business can
only be carried on by institutions or mortgage finance companies that should be licensed by the Central Bank of Kenya.19
The Central Bank of Kenya plays an oversight role over the
entire banking industry. The role of banks in the context of
M-PESA is to offer banking services through the mobile telephone. Banks hold the E-float on behalf of MNOs and hand
cross border transactions as they manage the foreign exchange risks. Banks are well placed to play this function because they are well acquainted in tasks of risk management
that ensures regulation compliance. The e-float is deposited
in a bank account which cannot be accessed by customers
on a need basis. The latter distinguishes an M-PESA transaction from a bank account. According to the Banking Act:
banking business refers to:
(a) the accepting from members of the public of money on deposit repayable on demand or at the expiry of a
fixed period or after notice;
(b) the accepting from members of the public of money
on current account and payment on and acceptance of
cheques;
(c) the employing of money held on deposit or on current account, or any part of the money, by lending, investment or in any other manner for the account and at
the risk of the person so employing the money; and

The Banks
The banking industry in Kenya is regulated by the Banking

(d) such other business activity as the Central Bank 		
may prescribe.20

12 Preamble, the Kenya Information and Communications, 2012..
13 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 6.
14 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 6.
15 The Banking Act 1969 s 2 (a)(1), describes ‘banking’ as the accepting from members of the public of money on deposit repayable on demand or at the expiry of a fixed period or after notice.
It also describes it as the accepting from members of the public of money on current account and payment on and acceptance of cheques; and the employing of money held on deposit or
on current account, or any part of the money, by lending, investment or in any other manner for the account and at the risk of the person so employing the money.
16 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 5.
17 Chapter 488 of the Laws of Kenya.
18 Preamble, Banking Act.
19 Banking Act, Section 3.
20 Preamble, Banking Act.
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The Agent
The Banking Act defines an agent as “an entity contracted by
an institution and approved by the Central Bank or sub-contracted by such entity to provide the services of the institution on behalf of the institution, in such manner as may be
prescribed by the Central Bank.”21 In the context of M-PESA,
agents are retailers who are either MNO owned stores or other retailers like small stores operating on behalf of MNOs.22
The relationship between the agent and the principal is subject to agency rules. The agent accepts and disburses cash,
provides cash in cash out service using a consumer’s mobile
phone. Agents therefore serve as branches to the MNO and
points of sale for M-PESA services, it is therefore a liason between the MNO and the consumer. The agent bears responsibility for account opening, customer due diligence as well
as programme compliance. Agents expand mobile providers
reach to rural areas and a higher penetration to the unbanked
market that do not have physical banks or those outside the
traditional banking institution.23 Agents provide liquidity with
funding from other business activities such as sell of airtime.
They also act as points of contact for reporting suspicious
transactions in line with the Anti-Laundering and Combating the Financing of Terrorism requirements.24

(b) a person who has entered into a transaction with a
supplier in the ordinary course of the supplier’s business,
unless the transaction is exempt from the application of
this Act;
(c) a user of particular goods or a recipient or beneficiary
of particular services, irrespective of whether that user,
recipient or beneficiary was a party to a transaction concerning the supply of those particular goods and services; and
(d) a franchisee in terms of a franchise agreement, to the
extent applicable in terms of this Act.27

A more recent agent is the bank branch that has integrated
mobile network operator services into the banking system.
Other developments have involved mobile users using the
phone to transfer funds to the bank account and vice versa.25

Consumer protection is generally provided by the Consumer
Protection Act.28 The purpose of this statute is “to provide for
the protection of the consumer, prevent unfair trade practices
in consumer transactions and to provide for matters connected with and incidental thereto.”29 Consumers in an M-PESA
transaction have generally developed trust in the system that
is responsible for its phenomenon success. Consumer protection in M-PESA transactions is important because it helps
to maintain confidence in the system. Consumer protection
legislation enables consumers access information needed to
make decisions. Additionally, consumer protection regulation ensures the service is fairly priced, protects consumers
from fraud, misrepresentation30 and activities that would be
termed as discriminatory in nature.31

The Consumer

A Unified Body of Law on Payment Systems

In an M-PESA transaction, the consumer is a mobile payment
user who creates demand for mobile payment.26 A consumer
according to the Consumer Protection Act, 2012, consists of
four segments:

A unified law on payment systems including M-PESA was
enacted in 2011 known as the National Payment System
Act.32 The purpose of this law was to “make provision for the
regulation and supervision of payment systems and payment service providers, and for connected purposes.”33 The
date for the commencement of this legislation was slated to
be on 24th March, 2014. The Act clarifies the roles of Central Bank of Kenya as the most important institution as far as

(a) a person to whom particular goods or services are
marketed in the ordinary course of the supplier’s business;

21 Preamble, Banking Act.
22 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 6.
23 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 6.
24 Agent Requirements for example are detailed in Safaricom’s , available at http://www.safaricom.co.ke/personal/m-pesa/m-pesa-agents accessed 24 August 2018.
25 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 9.
26 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 9.
27 Preamble, the Consumer Protection Act, 2012.
28 No. 46 of 2012.
29 Preamble, the Consumer Protection Act, No. 46 of 2012.
30 Consumer Protection Act, No. 46 of 2012, Section 3(3).
31 Malala, Consumer Protection for Mobile Payments In Kenya: An Examination Of The Fragmented Legislation and The Complexities It Presents For Mobile Payments (Kenya Bankers
Association: Nairobi, 2014), at 9.
32 Chapter 493E, of the Laws of Kenya..
33 Ibid. Preamble..
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“The implication is that laws should be flexible
enough to accommodate the new changes and
not necessarily confined to the development of
new products.”

payment systems are concerned.34 Some of the roles include:
clearance of payment, netting and settlement agreements
and designated payment instruments.35 The Act has concretized the oversight role of CBK over all payment systems in
the country.36 The powers and functions of the Central Bank
are set out in Section 17(1) as the formulation and implementation of policies as best in the promotion of the establishment, regulation and supervision of efficient and effective
payment, clearing and settlement systems, exercise all the
powers and perform all the functions conferred and imposed
on it by this Act, the Central Bank of Kenya Act37 and any other law. However, the CBK can delegate these duties to other
designated officers to any of its powers and perform any of its
functions under this Act.38
Challenges of Regulating M-PESA
Although M-PESA has experienced phenomenon success its
core challenges still persist especially the fact the process is
mainly led by non-banking institutions whose operations are
outside the scope of financial regulation. This has been made
worse by the novelty of M-PESA as a new concept where the
regulators have very limited examples to draw upon. The
existence of numerous mobile platforms that cut across
various sectors and none of the regulators is conversant
with all the operational aspects has not helped matters. This
has been exacerbated by M-PESA as a unique innovation
that makes it difficult to keep up with the rapid changes.
The implication is that laws should be flexible enough to
accommodate the new changes and not necessarily confined
to the development of new products.

Conclusion
M-PESA has shown remarkable success in improving the
living standards of the unbanked marginalized Kenyans.
However, despite these benefits there are numerous
challenges to the regulatory framework. For example
it involves two or more sectors that have traditionally
been regulated separately. It has become evident that the
responsibility for regulating M-PESA is diverse owing to
multiplicity of regulatory regimes. The approach taken
by Kenya is legislation that targets electronic transactions
through the Kenya Information Communications Act. This
is however not sufficient as it leaves out major aspects of
the transaction unregulated. Within the value chain are
banks that hold funds in trust for the consumers before
they are withdrawn. This is not a banking service within
the meaning of Section 2(1) of the Banking Act. Therefore
banking regulations would clearly not be appropriate for
M-PESA. Since M-PESA involves financial transactions it
attracts CBKs oversight and supervisory role. For that matter,
the regulation of M-PESA still faces a dilemma of using fixed
regulation for fast paced technological innovation. Ideally
the approach should consist of flexible mechanisms capable
of accommodating a technological advancement in mobile
money operations.

34 Section 2, National Payment System.
35 Section 2, National Payment System.
36 Section 17, National Payment System.
37 Chapter 491.
38 Ibid. Section 17(2).
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M-PESA in Europe?
Learning From “Silicon Savannah“
NILS BRUCKHUISEN*

From the point of view of a continental European lawyer,
raised within a systematically codified legal framework, perhaps the most obvious question would be: is a mobile payment system like M-PESA able to perform only in a common law environment? Is the common law approach maybe
more adaptable to new technological trends, that were not
foreseen by regulators? Is an emerging market more eager to
cater for the needs of the people? The success story M-PESA
has written might indicate that answering all questions with
a ‘yes’ should not prove to be entirely wrong.
Flexibility as a concept inherent to administrative law has
quite recently been recognized again by the UK Surpreme
court in the case of R (Sandiford) v. Foreign Secretary1. In
the judgement it was held that legislative intent is the basis
for the flexibility rule. Whenever the legislative branch provides discretionary power, it implicitly wants said power to
be implemented in different ways when meeting different
circumstances. Exerting a rigid policy would hence violate
that intention. It had been established since British Oxygen
v. Minister of Technology.2 Many common law jurisdictions
followed suit in the application of that principle.
The German concept of statutory reservation is hard to translate into English, the language of common law. Basically it

provides (among some other implications that are not relevant to the scope of this article) for the requirement to have
a formal law passed by legislation to enable the creation, restriction, limitation or even abolishment of individual legal
rights. Flexible laws have to be abstract but at the same time
clear in meaning. Altogether, aligning technology and law is
a hard task for legislators and means a hurdle race for innovators.
From the point of view of a fully industrialized European
Union economy, perhaps the most obvious question would
be: is a mobile payment system like M-PESA able to take such
deep root within the socioeconomic fabric of society as it has
in Kenya?
As has been outlined in detail by Jennifer Gitiri and Geoffrey
Muchoki, M-PESA was developed and brought to success
within the ecosystem of Nairobi. This is basically considered the business and financial hub of Eastern Africa. Having
surpassed Berlin by population quite recently, the city hosts
many regional and international banking, insurance and
telecommunications companies. Safaricom, the company
behind M-PESA, has around 50,000 employees in the city,
which has an estimated 500,000 students enrolled in twelve

* Nils Bruckhuisen is an advocate admitted to the Cologne bar. Previously he served in Nairobi‘s Delegation of German industry and commerce. He escapes to NBO during German winters.
1 https://www.supremecourt.uk/cases/uksc-2013-0170.html – last reviewed on 22 October 2018.
2 http://www.bailii.org/uk/cases/UKHL/1970/4.html – last reviewed on 22 October 2018.

01.11.2018

Ri-nova 01/2018

Recht innovativ worldwide

12

Bruckhuisen: M-PESA in Europe?

Ri - Recht innovativ

“Kenyans are said to have developed more apps
than other African countries, although these may
have a two or three times bigger population.”

different universities. Dozens of ‘iHubs3 cater for a growing
number of start-ups and fintechs. Several incubators4 are to
be found there. An estimated 180,000 jobs have been created
within the Kenyan IT sector. Thus, it is overall a very conductive environment for M-PESA to come to light. This is where
the term Silicon Savannah was coined.
Mostly in Nairobi, but in other big cities in Kenya as well,
many dynamics of lawgiving regulation, industrialisation
and urbanisation, that have taken decades to centuries in
Western or European societies, are rapidly unfolding simultaneously. At the same time, rapid digitalisation is turning
many aspects of life upside down. Kenyans have developed
apps providing farmers with intelligence on when to fertilise
or to harvest and patients on when to take medicine at which
dose. Kenyans are said to have developed more apps than
other African countries, although these may have a two or
three times bigger population.
Why is it so hard to innovate in Germany? Because the legal
framework creates more fear than optimism in creating new
things. In order to reinforce the regulatory design, the German jurisdiction sides the framework with sanctions set in
place for violations of said regulatory framework. The weight
attached to a regulatory system can be reflected by the severity of the sanction related to it being breached. Within Sec. 54
of the German Banking Act (Kreditwesengesetz, KWG) a prison sentence of up to five years is set out for anyone conducting unlicensed banking. The licensing is regulated in Sec. 32
KWG. The application alone requires some 14 different specifications to be submitted. Even assuming the M-PESA system would not require such a banking license, it would very
likely fall under Sec. 10 Payment Services Supervision Act
(Zahlungsdiensteaufsichtsgesetz, ZAG). It also stipulates that
a permission is mandatory. In order to obtain this permission, an application containing 17 different specifications has
to be submitted.
As Jennifer Gitiri has outlined, M-PESA operates under a special license by the Central Bank of Kenya. Under German law,
such special permission would be highly problematic, especially due to the fact that Germany has implemented European law. Going one’s own way, i.e. not applying given laws

would not only possibly violate German law, but also European regulations, i.e. the European Commission would possibly
inquire as to how far this may constitute a violation of the
European legal framework.
On the other hand, having in mind the free movement of
capital within the EU a payment service could in almost no
thinkable scenario be confined to national borders. Therefore
the size of the market to be conquered is quite huge, which
causes further implementation hurdles.
Obviously, the rate of underbanked consumers within the EU
is marginal, since the EU parliament enacted the Directive
2014/92/EU in 2014. Every EU citizen has guaranteed access
to a personal bank account through this legislation.
As Geoffrey Muchoki has outlined, by now the majority of the
Kenya’s GDP is channeled through M-PESA; some estimates
indicate that more than the equivalent of $50 billion were
transferred within one year. Given the recent outcry in German public debate over the replacement of cash by electronic money, a major shift in public opinion would be required
for many citizens to turn towards a system like M-PESA. Currently, according to Sec. 14 para. 2 Bundesbank Act (BBankG)
physical Euro notes are the only unlimited legal payment
method; no business is legally required to accept mobile or
credit card payments.
Since the amount of underbanked population in EU markets
is way lower than in Eastern Africa, the question remains, as
to if and where a need for a service like M-PESA might exist.
Is there an advantage over book money or even a cryptocurrency such as Bitcoin?
M-PESA is a money transfer system processing the official
currency, i.e. Kenya Shilling. As has been outlined by Muchoki regarding the network of numerous M-PESA agents, the
balance of the respective account can be cashed almost anywhere and anytime. It is therefore the practical alternative to
the European book money and the banks’ network of ATMs.
In addition, given the scale and scope of the supervision exerted by the Kenyan authorities, which Gitiri introduced us to,
there is not too much left of the peer to peer concept, labeled
P2P. 5

3 Notwithstanding that there are several others, https://ihub.co.ke/ should get a mention here.
4 From a German perspective, the one brought to life by Merck might be of closer interest. Please compare https://innovationcenter.merckgroup.com/get-involved/accelerator/african-satellite-programs/nairobi/ - last reviewed on 22 October 2018.
5 Compare Otto in Ri 2017, 86.
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“However, an additional money transfer system
like M-PESA could possibly serve the need for
less complicated and faster transactions and also,
having in mind the banking crisis of 2008 and the
people’s will to protect their savings from system
collapses, more financial independence.”

A Bitcoin or similar blockchain entails several functions of
P2P-communication between a multitude of actors. However, although implemented in a communication network,
a payment system like M-PESA serves first and foremost the
sole purpose of transferring the official currency. It does not
aim at becoming an alternative payment instrument. The
economic value of the M-PESA balance is at all times determined by the official currency value, which the central bank
is able to safeguard under its fiscal policy.
Considering the Kenyan people’s need outlined by Muchokiand their tech-savviness it does not surprise too much that
exactly there M-PESA came to light. Although legislative difficulties still exist as Gitiri points out, the Kenyan legislator has
taken the right approach to the new technological development, when creating a special license and thereby enabling
a permutation of the way the urban and rural underbanked

01.11.2018

population is transferring money. In this regard, it has helped
to bridge a major gap, to fulfill a literally wide spread need.
The exact same need cannot be found within the EU. However, an additional money transfer system like M-PESA could
possibly serve the need for less complicated and faster transactions and also, having in mind the banking crisis of 2008
and the people’s will to protect their savings from system
collapses, more financial independence. Bitcoin could be regarded as a proof for this need.
However, while the success of a money transfer system similar to M-PESA within the EU is fairly difficult to estimate,
the growth in emerging markets in Eastern Africa will thrive.
Time will tell to what extent M-PESA’s growth will continue.
Twende kazi! (Let’s go to work)
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“Got a Token?“
A Pleading for a More Conscious Use of the Buzzword “Token“

CLAUDIA OTTO

With the ongoing “crypto movement”, which has a significant
influence on blockchain technology and its development, a
new cup1 word sloshed into the law makers’ and authorities’
conference rooms: “Token”. A cup word means an indefinite,
even empty term, which is to be filled with meaning by the
recipient, according to his own understanding and discretion. The sender of the information adorned with this term
deliberately does not want to become concrete here and
therefore leaves the responsibility of linking it to other, possibly casually mentioned references and its individual meaning to the recipient. It has become a sport to attract attention
with the word “token” without ever even explaining what is
actually being said.
These “tokens” shall be distinguished as either
•

Security or securities token

•

Utility token or

•

Payment or cryptocurrency token.

After all, tokens are supposed to be “digital values”2 in the
sense of digital assets.

I. “Digital Values” – An Idea Rather Misleading Than Cre-		
ating Social Added Value
1. Digital Doesn’t Matter? Well, There’s a Revolution That
Might Get Overslept.
Digitization encompasses everything and will thus change
all areas of our lives and coexistence in the long term; the
increasing networking and relocation of processes into the
digital “world” cannot be managed with the knowledge and
experience of the analogue world. We will also have to rethink (macro)economic findings, just as we will have to
question achievements in jurisprudence. This, however, is
nothing new and unusual from a historical point of view.
Also, the processes currently observed in connection with
alternative means of payment and exchange as well as the
attempt to replace third party control “from above” by gathering in groups with the aim of independence and supposedly “fair” (re)distribution of capital are not historically unique
events. The undertaking cutting of the cord only takes place
on a level where the revolt is not history-book-proven, as
perhaps before the French Revolution. In retrospect, social
upheavals occurred regularly and recurrently, whenever the
desired changes were made possible by some kind of innovation and found a majority of support.

1 An own word creation based on the question of whether the (drinking) glass is half full or half empty. It is always a subjective assessment that reveals much about the evaluator. Since it
does not depend on the material, only the filling, here the less ambiguous term (drinking) “cup” is chosen.
2 As explicitly defined by the Bundesverband Blockchain, “Regulierung von Token” of 6 April 2018 (v.2, p. 8, https://www.bundesblock.de/wp-content/uploads/2018/04/180406-Token-Regulation-Paper-Version-2.0-deutsch_clean_14.00.pdf (last downloaded on 20 September 2018); more cautious: BaFin (Bundesanstalt für Finanzdienstleistungsaufsicht, Federal
Financial Supervisory Authority), “Blockchain-Technologie - Gedanken zur Regulierung”, 1 August 2018, https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/BaFinPerspektiven/2018/bp_18-1_Beitrag_Fusswinkel.html (last downloaded on 23 September 2018).
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Such possibility of social upheaval has been opened up by
the Internet and the resulting cooperation in networks, including those based on blockchain technology. In many
people it meets both open ears and willing typing fingers as
a result of subjectively felt dissatisfaction and injustice. One
should never underestimate the (injured) ego of an individual
human being. In digital space it finds completely new possibilities for development and potentiation. If many dissatisfied
people meet, the consequences can be devastating.
The digitization will floor us. Therefore, it is necessary to now
make an effort to understand current developments and to
question them critically. Progress is always accompanied
by its abuse, but that does not mean that progress should
be prohibited. (Legal) limits must be set on abuse in order to
make progress socially acceptable and thus for the benefit of
society. If one blocks oneself from progress, it nevertheless
takes place; only with all the negative consequences of the
struggles for power.
2. What Is Special About “Digital Values”?
Without the need of making a superficial economic classification, it can be summarized that value creation in connection with “tokens” is generally not or cannot be explained
at all. Above all, value is created from the subjective value
estimation of a digital “object”, which is influenced by socalled whitepapers3, i.e. digital colorful advertising flyers
with tempting promises. In most cases, neither a performing
team, a concrete product, a concrete business concept nor
an understanding of one’s own product is behind the offers
of “digital values”, so that more than half of the so-called ICOs
fail within a short time.4 Too often, “digital values” are one of
many synonyms for the fool’s bargain strategy.
Anyone who knows the Frankfurt Legal Hackers5 and their
work knows how easy it is today to get deceived with an appealing website and a few cleverly placed buzzwords. People
need to be educated and trained to protect themselves when
legislators cannot (yet) do so. Because as a result of manipulation, an image of value emerges in their heads, which the
suppliers make use of.
Progress goes hand in hand with its abuse. But not all advanced digital product vendors are abusive. We need practicable solutions for them.

3. Distinguish: What Is a Value and What Has a Value?
A value expressed in a character must first be defined. It is
not yet “worth” anything, however. A value in the sense of a
character attains an exchange value, what actually shall be
described when speaking of “token”, essentially only through
representation by a limitedly available and transferable medium (i.e. object) as well as its versatile acceptance. Above all, a
digital object has the problem that it can be infinitely reproduced – copied – without much effort. We all know that copy
protection is not absolute and can be circumvented. An infinitely available object is “worth” nothing. What can be created infinitely and by anyone does not have to be exchanged
for something else of real value.
So “token” per se has nothing to do with economic “value”,
but rather with a character or a string of characters. The medium that represents these characters in order to objectify
them must be limited6 in order to achieve economic value.
In addition, an object which exists exclusively in digital form
can only acquire value if its fundamentally unlimited reproducibility is certainly limited. Only the combination of limited digital objects and the protection against duplication can
create an exchange value at all. That is why “value” does not
derive from the digital object itself.
4. What Is Blockchain Tokenization?
The so-called blockchain-”tokenization” means that anyone
can assign objective value to any object of subjective attention. That means, simply explained:
You write “100 EUR” on a napkin in a restaurant; perhaps in
the color green, so that the creation is a bit closer to reality.
This napkin is the “token” created by you. Now you can try to
use it in the checkout process. However, it is very likely that
you will not be successful. If you are lucky, craziness is all you
will be accused of. Only because you are of the opinion that
this one napkin now has a value of 100 EUR, while hundreds
of other napkins of the same type have not, this selected one
still has no objective value of 100 EUR, which enables a redemption into a genuine 100 EUR note or is even tradable on
a stock exchange. The result cannot be any different, either,
if you did the same with whole packets of napkins aiming to
put them into circulation as part of an Initial Napkin Offer,
mirroring the idea of so-called Initial Coin Offers (ICO).

3 Otto, Ri 2018, 16 (23, Fn 44).
4 Spencer, “The Failure Rate of ICOs is Skyrocketing in 2018”, 10 August 2018, https://medium.com/futuresin/the-failure-rate-of-icos-is-skyrocketing-in-2018-c6d2cb680807 (last
accessed 29 September 2018); Athawasya, “ICOs have endured a 70% failure rate: Report”, 27 September 2018, https://bcfocus.com/news/icos-have-endured-a-70-failure-rate-report/24104/ (last accessed 29 September 2018); Kirsch, „Anleger erleiden mit deutschen ICOs Verluste bis zu 90 Prozent“, https://www.wiwo.de/finanzen/boerse/kryptowaehrungen-anleger-erleiden-mit-deutschen-icos-verluste-bis-zu-90-prozent/23117376.html (last accessed on 30 September 2018).
5 “Fake Legal Tech”, https://www.meetup.com/de-DE/Frankfurt-Legal-Hackers/events/254274419/ (last accessed on 23 September 2018).
6 (...) and at the same time versatile, transferable and tradable (...).
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This is exactly what is currently being tried to convey under
the fashionable term “tokenization”. Although there is talk of
a secondary market in which the “tokens” initially acquired
from the (alleged) provider during an ICO are tradable and
thus exchangeable for cash substitutes, such a market only
exists for very specific “tokens”. However, only for an indefinite time, which can be over any day.7
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ceive more attention and are subject to more expectations
than those will ever be able to meet. You might think of it as
developers’ marketing9 or not; it does not matter. In any case,
it is certain that no other term made the economy dream as
much as the term “smart contract”.
The term “token” creates the same attention and unreal expectations at the moment.

II. Call Me “Thang”
1. “App Token”
“Tokens” should rather have to do with real values. With ethical and economic values.
As already inferred above, a “token” is merely a character or
a sequence of characters, but the term “mark” is also commonly used. The term “token” can be replaced by any other
word like “thing” or “thang”. There is no definition, “token” can
have an incredible number of meanings depending on the
context.
In the context of programming, a “token” is the smallest element of a computer program. Each of its components is a
“token”. Basically, five types are named which describe their
respective functions within the framework of a programming language: Keywords, identifiers, operators, separators
and literals or constants. Without having to know what these
types actually do, it is sufficient to understand that a “token”
is obviously not limited in availability, but can be created indefinitely. An economic value cannot be created here in the
first place. At most through the work inherent in a finished,
usable computer program.
In the context of gambling, a “token” is a chip. But at first
glance this context does not seem to fit. The one of programming appears to be closer.
III. “Token” in the Blockchain Biotope
The term “token” is basically technology-neutral, i.e. it does
not depend on a concrete technology in which it is used.
However, as we have already experienced in the case of
“smart contract”, in connection with blockchain technology a very unique term has established itself contrary to its
wording. A smart contract is not an “intelligent contract”, it
is simply a computer program.8 The confusion, mainly fueled by legal professionals, has led to a situation, where small
computer programs and the core technology blockchain re-

Blockchain app “tokens” are – figuratively speaking – the
napkins described above in the context of applications (apps),
i.e. computer programs called smart contracts, alone or in
combination with other smart contracts. The term “token”
here no longer refers only to the smallest element of a computer program, but also to its product, which can be arbitrarily designed and quantified. An economic value is supposed
to be created and exchanged here by a simple calculation
process, called ICO. If the smallest component, which can be
reproduced at will, and the product of a computer program
are named the same, one should be alerted.
2. Coins As So-Called “Native Blockchain Tokens”
Often used synonymously with “token”, a coin denotes the
protocol10 or in-house chip of a blockchain network, such as
Bitcoin, the virtual currency of the Bitcoin protocol and network.
Basically, the coin forms a unique information in the communication between the network computers (peers) communicating according to the respective protocol rules.11 This
information is understood by all peers. Since the peers do not
always want to share the same information with each other,
Bitcoin is a unit (of account)12 in order to be able to design
and weight the shared information differently. In the case of
Bitcoin, the numerical limitation of the number of coins laid
down in the protocol13 is an essential reason for their economic value, which is therefore not solely subjectively determinable.
In the case of Ethereum, the protocol’s own coin is Ether.
Since Ether is based on a different blockchain database with
its own communication protocol and thus represents an alternative to the Bitcoin network, Ether (like all other non-Bitcoin coins) is also referred to as alt-coin. Ether cannot be

7 See the Ethereum Legal Agreement, https://www.ethereum.org/agreement (last accessed on 23 September 2018) and Otto, Ri 2018, 102 (106).
8 Otto, Ri 2017, 24 (29).
9 Otto, Ri 2017, 24 (33).
10 Otto, Ri 2017, 24 (26).
11 A blockchain network is essentially just a messaging system, a communication network, Otto, Ri 2018, 16 (28).
12 Therefore correct classification of BaFin as a unit of account: BaFin, “Bitcoins: Regulatory assessment and risks for users”, 19 December 2013, https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2014/fa_bj_1401_bitcoins.html (last accessed on 23 September 2018).
13 https://en.bitcoin.it/wiki/Controlled_supply (last accessed on 23 September 2018).
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communicated in the Bitcoin network, Bitcoin cannot be
communicated in the Ethereum network: Ether and Bitcoin
are alternative.
Since each of these coins is an information, which all peers
in the respective network must understand in order to communicate successfully with each other, it is called “native
(blockchain) token”. “Coin” again concretizes the “native
(blockchain) token” in so far as it is intended to describe the
“embodiment” (objectification) of something valuable, which
above all follows from the inherent computing power made
available to the network.14
IV. The Real Problem of Duplicating Blockchain “Tokens”
Whether valuable or not, the problem of double spending15
remains. Under certain conditions, the same digital object
can be doubled, i.e. one and the same amount of coins can
be used twice for payment. You cannot tear a banknote to
double its value. Also its simple copy is recognizable as such
and worth nothing. Of course, there is always the risk of good
counterfeiting of banknotes, whereby value is suggested to
the detriment of the real money exchanger. In contrast to
coins, however, counterfeits always remain worthless; in the
case of double spending, coins are actually copied by doubling the value. The same applies to app “tokens” if they can
“embody” a value at all.
In addition, there is the question of what happens in the
case of a planned so-called hard fork, i.e. a deliberate splitting of the blockchain into two strands. After the splitting of
the Bitcoin blockchain into Bitcoin and Bitcoin Cash, Bitcoin
owners found Bitcoin (BTC) and Bitcoin Cash (BCH) coins in
equal numbers in their wallets:16 Their “token” number was
therefore doubled, even though Bitcoin Cash (BCH) did not
have the same value as Bitcoin (BTC). However, this obviously possible duplication will not always be desirable as in the
specific case, especially if it dilutes the value of a particular
asset represented by the digital object. Also the undoing of
unwanted events in the blockchain is possible by means of
so-called hard forks, as the case “The DAO” has shown:17 This
hard fork has led to two alternative realities, meaning that

having and not having can exist simultaneously. The same
blockchain “object” can therefore be “possessed” by different
persons at the same time. In the end, the object and possibly
embodied value exists twice if one does not want to or cannot decide for one of the two realities.
V. Conclusion: “Token” per Se Have No Objective Economic
Value
A “token” has no objective economic value without further
ado, at most in individual cases a network specific information and exchange value has been defined by the peers in
agreement. For an objective evaluation, its valuable or value-preserving property requires at least a quantity-limited
but permanent availability and a sufficiently broad understanding of its significance for the purpose of acceptance.
Bitcoin has proven that it is possible to add value to digital
information. Whether it is really objective is arguable.18 However, Bitcoin has also proven that extremely energy-intensive
computing power as a justification for “digital value” is not a
solution for the future.
Above all, the business with the blockchain “tokens” has one
essential purpose: the shift of real world assets – in large
sums within a short time – to the “token” providers, often in
connection with false promises. In the exciting digital blockchain world, this is much easier and more efficient, especially
anonymous19. In addition, no value of sufficient duration in
order to be exchanged without loss is created. The constant
latent danger of devaluation through infinite multiplication,
whether in alternative realities or not, persists.
However, it is to be expected that private means of payment20
such as Bitcoin will make their way into the future. It is also to
be expected that companies will issue shares in comparable
electronic form in the future. Many advantages can be seen
here for financing small businesses and projects where real
work and performance – in whatever form – create value.
Whether the quite special blockchain technology will form
the basis for this is doubted here,21 not only for technical22
but also for practical reasons: It is not clear why a shareholder should wish to document all shares and their allocations23

14 Otto, Ri 2017, 5 (19); deepening Otto, Ri 2018, 16 (33 f.), ...
15 Otto, Ri 2017, 5 (9); Ri 2018, 16 (28).
16 Preuss, “Explains: How do I get my Bitcoin Cash (BCC/BCH) now”, 2 August 2017, https://www.btc-echo.de/erklaert-wie-erhalte-ich-jetzt-meine-bitcoin-cash-bccbch/ (last accessed
on 23 September 2018).
17 New Alchemy, “A short history of smart contract hacks on Ethereum”, 8 February 2018, https://medium.com/new-alchemy/a-short-history-of-smart-contract-hacks-on-ethereum1a30020b5fd (last accessed on 29 September 2018); see also Otto, Ri 2017, 5 (8).
18 For references to price manipulation regarding Bitcoin, see for example: Bleier, K., “Bitcoin-Höhenflug war gezielte Manipulation”, 13 June 2018, https://futurezone.at/b2b/bitcoin-hoehenflug-war-gezielte-manipulation/400050593 (last accessed on 23 September 2018).
19 Although the Bitcoin and Ethereum networks are pseudonymous, providers can easily create anonymity.
20 In this case, Bitcoin is contractually agreed as the means of payment, for which no official permission is required: BaFin, “Virtuelle Währungen/Virtual Currency (VC), https://www.
bafin.de/DE/Aufsicht/FinTech/VirtualCurrency/virtual_currency_node.html (last accessed on 23 September 2018).
21 Otto, Ri 2018, 102 (106) and in this issue, Otto, Ri 2018, .
22 Otto, Ri 2018, 16 (29), 102 (106).
23 Shipments, movements, transmissions in a blockchain database or in a blockchain network are merely documented changes (= transactions), i.e. reallocations of information. It is
documented that an information is no longer being allocated to the respective “transaction sender” but to the “transaction receipient”.
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„(...) Bitcoin and Ether are more likely to retain
less economic and legislative significance than,
for example, securities in exclusively electronic
form. That is why the next step should be to define “electronic securities” in a technology-neutral way, taking into account their specific risks
such as duplication, unclear lifetime, manipulability and platform dependency.“

in a database on his own computer.24 It is also questionable
whether, in the case of a so-called hard fork, he could accept
that his “possession” no longer exists in an alternative reality. A hard fork creates the risk of total loss, for example in
the case of a correctness certificate issued by a government
agency for the other strand.
The blockchain technology should not be prohibited or limited in its development due to the conflict of possible harm
and future gains. We should learn from undesirable developments and the possible impossibilities and, with its further
development, find and promote opportunities. But treating
“tokens” as “digital values” and even enshrining them as such
in laws is not an opportunity, but a mistake. The classification of the Bitcoin as a unit of account in the sense of Sec. 1
para. 11 s. 1 no. 7 alt. 2 German Banking Act (KWG) is not
based on a legal definition, but on the interpretation of BaFin, which itself has no legislative authority.25 The allegedly
urgent need for regulation is questionable since Bitcoin and

Ether are more likely to retain less economic and legislative
significance than, for example, securities in exclusively electronic form.26 That is why the next step should be to define
“electronic securities”27 in a technology-neutral way, taking
into account their specific risks such as duplication, unclear
lifetime, manipulability and platform dependency. The definition of an “electronic security instrument”, which is not
subject to any “official” documentation other than that in
the database creating it and possibly splitting it itself, should
contain, with reference to Sec. 151 of the German Criminal
Code (StGB), the demand for special protection against duplication, here called “imitation”. Contrary to the widespread
belief, blockchain technology does not provide secure protection against duplication and one strand therefore cannot
provide any proof. The future must not be built on the blockchain’s alternative realities: We would no longer be able to
resolve conflicts because each party to a dispute would be
“right”.

24 Note the hardware required for this, Otto, Ri 2018, 16 (19, 34) and in this issue, Otto, Ri 2018, 34 (50).
25 Kammergericht Berlin, judgment of 25 September 2018 – Case (4) 161 Ss 28/18 (35/18).
26 It is not considered realistic that Bitcoin and comparable coins could gain monetary importance due to their purely network-internal and thus network-dependent usability.
27 Pursuant to Sec. 2 para. 1 of the Wertpapierhandelsgesetz (WpHG – German Securities Trading Act) (in accordance with Sec. 2 para. 2 of the Wertpapiererwerbs- und Übernahmegesetz, WpÜG - German Securities Acquisition and Takeover Act), in implementation of Art. 4 (1) No. 44 of the Revision of the Markets in Financial Instruments Directive (MiFID II), all
classes of transferable securities, which are tradable on the financial markets by their nature, with the exception of payment instruments, are securities, irrespective of a paper form (“issue
of certificates”). BaFin speaks of “security-like tokens or crypto-tokens” and examines at https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/BaFinPerspektiven/2018/bp_18-1_Beitrag_Fusswinkel.html (last accessed on 23 September 2018) whether they meet the requirements of Sec. 2 para. 1 WpHG for securities. As this very recommendable examination shows,
“tokens” may indeed qualify as securities within the meaning of the law in individual cases. However, this examination does not take into account, and rather assumes to be unproblematic, the risks deriving from the unclear “lifetime” as well as the “reproducibility” in connection with the platform dependency and the lack of special protection against changes by third
parties (cf. https://www.ethereum.org/agreement), which do not exist to this extent for classical securities traded electronically.
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Music for Everyone. Payment Too?
Remuneration of Authors and Performers for Music Streaming
ANNA K. BERNZEN*

I. Growing Revenues, Decreasing Incomes
2017 was a thoroughly successful year for the recorded music
industry: for the third time in succession this market grew
– by a total of 8.1 percent. Although sales in the past year
did not reach the heights they had climbed to in the 1990s,
the downward trend of the past two decades has apparently
slowed for the time being. Streaming platforms such as Spotify, Apple Music and Deezer are a major factor in this development. The revenues generated on these platforms by
selling subscriptions to 176 million music fans worldwide accounted for almost 40 percent of the industry’s total revenues
in 2017 – and this figure is set to rise, with 64 million new
subscribers added last year alone.1

distributing her music on the Internet in a publicly accessible table. This table shows, for example, that she received an
average of around $ 1.96 per download unit on iTunes. Each
stream on Spotify, on the other hand, earned her only about
0.004 cents. Nearly 7,500 downloads therefore added up to
about $ 14,600 in revenue, while nearly three million streams
added up to only about $ 10,000.2 Naturally, $ 0.00004 is more
than $ 0 which Keating would have received if Spotify subscribers had instead downloaded their music via file sharing
portals such as Napster, which has by now ceased operations, or in a similarly illegal way.3 Nevertheless, the cellist’s
example raises the question of whether the income currently
generated on music streaming platforms is distributed fairly
among all parties involved.

Good news for composers, lyricists, musicians and singers
(hereafter referred to as artists)? An exemplary look at the income of American cellist Zoë Keating raises doubts. In 2017,
the third consecutive year of growth in the recording market, she listed all the revenues which she had generated by

This article aims to answer this question in three steps: Firstly, it will examine the current legal situation with regard to
streaming and the problems it causes in practice. Secondly,
it will consider whether the blockchain technology can assist
in creating equitable remuneration for artists. Thirdly and fi-

* Dipl.-Jur. Anna K. Bernzen, LL.B. has been a PhD student at the Chair of Civil Law, Intellectual Property Law and German and European Civil Procedure Law of Prof. Dr. Mary-Rose
McGuire, M. Jur. (Göttingen) at the University of Osnabrück since 2016; academic assistant at the Chair of Public Law and Philosophy of Law of Prof. Dr. Hans-Joachim Cremer at the
University of Mannheim since 2017; focus areas: media law, intellectual property law, IT law. She thanks Roman F. Kehrberger, Mag. iur. (Heidelberg) for his valuable feedback during the
writing of this article.
1 For all of the above, see: IFPI, Global Music Report 2018, http://www.ifpi.org/downloads/GMR2018.pdf (downloaded on 28.9.2018), p. 10.
2 For an overview over her income, see: https://docs.google.com/spreadsheets/d/1eJyp7AQ7Ye-MNdyD1pn0SulZZSlrxE3mr5rrXp20FXc/edit#gid=0 (downloaded on 28.9.2018).
3 For an assessment of the legality of file sharing on Napster and similar platforms under German copyright law, see: Kreutzer, Napster, Gnutella & Co.: Rechtsfragen zu Filesharing-Netzen aus der Sicht des deutschen Urheberrechts de lege lata und de lege ferenda – Teil 1, GRUR 2001, 193; Kreutzer, Napster, Gnutella & Co.: Rechtsfragen zu Filesharing-Netzen aus der
Sicht des deutschen Urheberrechts de lege lata und de lege ferenda – Teil 2, GRUR 2001, 307 as well as Braun, ‘Filesharing’-Netze und deutsches Urheberrecht – Zugleich eine Entgegnung auf Kreutzer, GRUR 2001, 193 ff. und 307 ff., GRUR 2001, 1106.
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nally, it will analyse possible solutions which would require
legislative intervention.
II. Streaming Today: Numerous Right Holders, Numerous
Contracts, Great Dissatisfaction
Streaming currently requires the conclusion of a large number of contracts in which an equally sizeable number of
parties are involved. In practice, it therefore follows that the
distribution of the income generated by streaming music
does not always reflect the economic interests of all parties
involved.
1. Numerous Right Holders, Numerous Contracts
On the user side, the contractual relationship is described
quickly: The listener as the user enters into a subscription
contract with the operator of the streaming platform, allowing them to stream music to the extent specified therein.
In technical terms, this means that individual parts of the
music file selected by the user are successively transferred
to his computer, temporarily stored there and can then be
played back to the user. A permanent and complete copy of
the music file is not created on the user’s computer – unlike
when downloading the file.4 In return, the user either pays a
subscription fee or ought to listen regularly to the advertisements which the operator of the streaming platform sells to
generate its income. Spotify, for example, offers both types of
subscription models: If users register for ‘Spotify Free’, they
pay no fees, but have to listen to advertisements regularly. If,
however, they register for ‘Spotify Premium’, they pay € 9.99
per month, but are able to listen to the music without any
advertising interruptions.5
The various contractual relationships on the provider side are
more complex to describe than those on the user side. On the
one hand, the operator of the streaming platform faces musicians and singers as performers within the meaning of s. 73
of the German Copyright Act (‘Gesetz über Urheberrecht und
verwandte Schutzrechte’, abbreviated as ‘UrhG’). As a rule,
however, these performers do not enter into contracts with
the operator themselves. Rather, the operator’s contractual
partner is usually a recording company (also known as a la-

bel) such as the Universal Music Group (UMG) or Sony Music
Entertainment (SME) to whom the performers have previously transferred the exploitation rights to their performances
pursuant to ss. 77, 78 para. 1 UrhG (cf. s. 79 para. 1 sentence 1
UrhG) or granted rights of use to their performances (cf. s. 79
para. 2 UrhG). The label enters into a licence agreement with
the platform operator, as a result of which said operator may
make the performances available to the public (cf. s. 78 para. 1
no. 1 in conjunction with s. 19a UrhG).6 In return, the operator
pays a licence fee to the recording company. The performers
then receive a share of this fee from the label in return for
the granting of the rights. The level of their remuneration depends on the contract between the respective performer and
the recording company.
On the other hand, the operator of the streaming platform
is often additionally confronted with the authors of the musical works (cf. s. 2 para. 1 no. 2 UrhG), i.e. the composers
and lyricists (also known as the songwriters). After all, not
all musicians and singers write their songs themselves. As a
rule, however, music authors also do not enter into their own
licence agreements with platform operators. Instead, many
German music authors have signed a deed of assignment
with the ‘Gesellschaft für musikalische Aufführungs- und
mechanische Vervielfältigungsrechte’ (GEMA) as the competent collecting society. GEMA then exercises the authors’
rights to make their works available to the public (cf. s. 19a
UrhG) on a fiduciary basis (cf. art. 1 lit. 4 para. 3 GEMA-BerV7).
It enters into licence agreements with the operator of the
streaming platform, as a result of which the latter may make
the musical works available to the public.8 The licence fees
which GEMA receives in return are then distributed to all the
music authors who have signed deeds of assignment with
GEMA in accordance with a fixed distribution plan.9
Some of the music authors, however, have granted rights of
use to a music publisher, which – similar to the recording
companies for the performers –10 enters into a licence agreement with the platform operator.11 In return for granting the
operator the right to make the musical works available to the
public, the music publisher receives a licence fee. What proportion of said fee is then passed on to the music authors
depends on the respective music publishing contract.

4 Koch, Werknutzung durch Streaming, ITRB 2011, 266 (267).
5 Https://www.spotify.com/de/premium/ (downloaded on 28.9.2018).
6 Cf. Dustmann, in: Fromm/Nordemann (Ed.), UrhG, 11th ed. 2014, s. 19a para. 20.
7 Short for: ‘GEMA-Berechtigungsvertrag’, referring to the deed of assignment signed with GEMA.
8 For a more detailled explanation, see: Weberling/Kowalczyk, Zuständigkeit und Wahrnehmungsbefugnis der GEMA im Bereich der Onlinenutzung von Musikwerken, AfP 2018, 298
(299 f.).
9 For the current distribution plan, see: www.gema.de/fileadmin/user_upload/Gema/jahrbuch/16_Verteilungsplan.pdf (downloaded on 28.9.2018).
10 Many recording companies are affiliated with their own music publishers, for example Sony/ATV Music Publishing which is part of the Sony Corporation (cf. https://www.sonyatv.
com/en/about [downloaded on 28.09.2018]).
11 Tschmuck, 20.4.2017, die musikstreaming-ökonomie – ein einblick, https://musikwirtschaftsforschung.wordpress.com/2017/04/20/die-musikstreaming-oekonomie-ein-einblick
(downloaded on 28.9.2018) provides an overview over the complex contractual structures required for music streaming.
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2. Great Dissatisfaction
In practice, the large number of (licence) contracts which
have to be drawn up in order to operate a streaming platform
in conformity with the law often means that the economic
interests of artists are not taken into account to their desired
extent when music is distributed digitally.
a) Low Level of Remuneration
The main grievance of many artists is that the remuneration
which they receive for the use of their music on streaming
platforms is too low. For example, American pop singer Taylor Swift made headlines in 2014 when she stopped distributing her songs via Spotify for this reason.12 She was in good
company at the time: a year earlier, for example, the British
alternative rock band Radiohead had removed its music from
the platform due to the low income generated this way.13 According to a study conducted in France by the consulting
firm Ernst & Young in 2014, out of the total € 9.99 per month
paid, for example, to Spotify by each premium subscriber,

only € 0.68 actually reaches the musicians and singers as the
performers. The composers and lyricists as the music authors receive a whole € 1. However, € 4.56 are passed on to
the labels and € 2.08 remain with the platform operators.14
This unequal distribution of the revenues might – at least in
part – be due to the fact that not all contracts between labels
or music publishers and artists have yet been adapted to the
peculiarities of digital music distribution. As long as music
was sold to the users on, for example, a CD or a vinyl record,
it made sense to grant the recording companies a large share
of the revenues from music distribution. After all, they used it
to finance the production of the phonograms. However, such
costs are no longer incurred when music files are distributed
over the Internet. This is not yet reflected in all contracts.15
b) Long Waiting Periods for Remuneration
A further point of criticism which particularly concerns music
authors who have signed a deed of assignment with GEMA
is the timing with which revenues generated on streaming

12 Kerkmann/Hegemann, 4.11.2014, Bye bye, Spotify!, https://www.handelsblatt.com/unternehmen/it-medien/taylor-swift-ausstieg-der-anfang-vom-ende-bye-bye-spotify/10929056.
html?ticket=ST-8114600-o139ISuAXZNHA1qukrtU-ap4 (downloaded on 28.9.2018).
13 Leubecher, 16.7.2013, Radiohead-Frontmann rebelliert gegen Spotify, https://www.welt.de/wirtschaft/webwelt/article118114643/Radiohead-Frontmann-rebelliert-gegen-Spotify.html
(downloaded on 28.9.2018). Both Swift and Radiohead’s music are available on Spotify again today.
14 SNEP/Ernst & Young, 3.2.2015, Bilan 2014 du Marché de la Musique Enregistrée, www.snepmusique.com/actualites-du-snep/bilan-de-lannee-2014 (downloaded on 28.9.2018), p. 17.
15 Rack, 9.3.2016, Streaming: Warum kommt so wenig bei Musikern an?, https://www.telemedicus.info/article/3059-Streaming-Warum-kommt-so-wenig-bei-Musikern-an.html (downloaded on 28.9.2018).
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platforms are disbursed. The collecting society distributes its
income quarterly to the authors.16 They therefore usually wait
several months to obtain their remuneration for each stream.
Even the authors and performers whose rights are exploited
by labels and music publishers usually do not receive their
share of the revenues immediately. Where, for example, several versions of a song exist and it is therefore not immediately clear who must be paid for the stream and to what
extent, their payment may be delayed.17

3. Preliminary Conclusion
In practice, the complex contractual relationships in the case
of music streaming often mean that the economic interests
of the artists take a back seat to those of the platform operators and the exploiters. Therefore, fairness of remuneration is
not currently achieved in music streaming.
III. Streaming Tomorrow: the Blockchain as the Panacea for
the Music Industry?

c) Complicated Distribution of the Remuneration
As with any licencing of musical works or performances,
the question arises as to how the income is to be distributed
among the various right holders involved. If the performer
is not the stereotypical singer/songwriter who accompanies
himself on the guitar, both the authors of the music and the
musicians and singers involved in its performance must be
paid for each stream. Oftentimes, these artists are represented by different recording companies and music publishers.
It is due to this that an equitable distribution of the remuneration among the right holders is never easy to achieve.
In the case of streaming, however, the income which has to
be distributed among the artists additionally often amounts
only to a few cents (or even fractions of a cent) per stream.
Distributing such small amounts among a large number of
right holders is complicated in practice –18 leaving aside the
economic sense of such a venture.
d) Uncertainty about the Ownership of Rights
According to art. 5 para. 2 sentence 1 half sentence 1 of the
Revised Berne Convention (RBC), it is inadmissible to make
the creation of a copyright dependent on the registration of
the respective work. For this reason, a copyright register does
not exist in many countries. Where such registers do exist,
for example in the USA,19 they are naturally not complete.
Therefore, it is often difficult to identify all authors – especially in the case of musical works which often have several co-authors (cf. s. 8 para. 1 UrhG).20 In their case, there is
also uncertainty as to which performers were involved in the
respective performances. After all, these performers are not
registered either. If, however, it is not clear who holds which
rights to the music and, as a result, not all the necessary licence agreements are entered into by the operators of the
streaming platform, not all those entitled to it receive remuneration for the use of their work or performance.

Instead of calling on the legislator to act, a technical solution for the problems just described might be devised. As in
many other areas,21 the question of whether the blockchain
technology can provide such a solution is currently being
considered. The functionality of the blockchain will not be
described in more detail at this point; in this respect, reference is made to older articles in Recht innovativ.22 Instead,
this article will go on to introduce some streaming platforms
which (according to their operators) employ the blockchain
technology for music streaming. Additionally, possible advantages, disadvantages, and challenges of this technical
implementation will be discussed.
1. Possible Use Cases of the Streaming Blockchain
Before describing the individual platforms which claim to
use the blockchain technology for music streaming, it should
be said that the following descriptions of their functionality
are taken from the promotional white papers and websites
penned by the operators. The extent to which this information is correct cannot be assessed at this point due to the lack
of a detailed description.
a) Musicoin
According to its operators, the first project to employ the
blockchain technology for music streaming is Musicoin
(www.musicoin.org). The main initiator of this platform is
the Chinese online activist and entrepreneur Isaac Mao.23
According to the Musicoin White Paper, which was released
in its second version in 2017, artists ought to upload their
music to the platform where users ought to be able to listen
to it. However, according to the paper, the music files ought
not to be stored on a central server, but decentrally on the
blockchain. This technology ought to also become relevant
for the payment of artists: every time a user listens to an art-

16 For the timing of the distribution, see: www.gema.de/musikurheber/mitgliedskonto/verteilungstermine (downloaded on 28.9.2018).
17 Gottfried, 26.10.2016, Kettenreaktion: Wie die Blockchain die Musikindustrie transformieren wird (Teil 1), https://www.digitale-exzellenz.de/kettenreaktion-wie-die-blockchain-die-musikindustrie-transformieren-wird (downloaded on 28.9.2018).
18 Gottfried, 26.10.2016, Kettenreaktion: Wie die Blockchain die Musikindustrie transformieren wird (Teil 1), https://www.digitale-exzellenz.de/kettenreaktion-wie-die-blockchain-die-musikindustrie-transformieren-wird (downloaded on 28.9.2018).
19 Www.copyright.gov/registration (downloaded on 28.9.2018).
20 Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316 (319).
21 For an analysis of the suggestion of replacing the German land registry with a blockchain, for example, see: Otto, Die Vermessung des Blocksbergs, Ri 2018, 16.
22 See especially: Otto, Vom Anwalt, der auszog, das Fürchten zu lernen, Ri 2017, 5 (6 ff.).
23 Bevacqua, 11.7.2017, Are Cryptocurrencies Like Bitcoin the Solution to the Music Industry’s Woes? , https://www.laweekly.com/music/blockchain-to-the-rescue-how-bitcoin-technology-could-save-streaming-music-revenue-8383424 (downloaded on 28.9.2018).
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ist’s music, a certain amount of $MUSIC, the platform’s own
so-called cryptocurrency, ought to automatically be credited to the artist on the basis of a so-called Pay Per Play (PPP)
Smart Contract.24 The conditions of said PPP Smart Contract
ought to be determined by the artists themselves when they
upload their songs to the platform, the Musicoin website
states.25 In particular, artists ought to be able to determine that
all income is automatically distributed to a certain extent to
certain right holders.26 In this way, it ought to be possible to
determine in advance exactly what proportion of the remuneration the various music authors and performers involved
ought to receive for each stream.
The platform operators also claim that the Musicoin users
ought to be able to listen to their music free of charge and
without advertising. The artists ought to earn their income
through the so-called Universal Basic Income (UBI).27 In
order to be able to distribute this UBI, a fixed proportion of
all coins earned through mining ought to be transferred to
a corresponding pool.28 78 percent of this pool ought to be
distributed among all artists whose music the users listen to;
the remaining part ought to be invested in the development
of the platform.29 In addition, the operators suggest that users
ought to be able to directly tip artists with $MUSIC – an additional source of income that might be more lucrative than
the income which is paid out under the PPP Smart Contracts,
the white paper claims.30 A further source of income ought
soon to be the sale of additional goods and services, such as
concert tickets, by individual artists in exchange for $MUSIC.31 In this respect, the platform operators are apparently
still in the beginning of development.
b) Choon
A relatively new streaming platform which (according to its
operators) is based on the blockchain technology and which
operates in a similar manner as Musicoin is Choon (www.
choon.co). The platform is run, inter alia, by the British trance
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DJ Gareth Emery.32 As can be seen from the white paper that
he and his co-founders published, artists ought to be able to
upload their music to this platform and users ought then to
be able to listen to it. As with Apple Music and similar portals – and thus differing from Musicoin –, the operators claim
that subscribers ought to be able to pay for the music with fiat
money, currently with US dollars. Although Choon’s own socalled cryptocurrency NOTES ought also to be used for this
purpose, this should not be a must, according to the operators. By providing the opportunity to use its platform without
any knowledge of so-called cryptocurrencies, Choon’s operators argue that the barriers to entry for potential users ought
to be lowered.33
According to the platform’s white paper, four different sources of income for artists ought to exist at Choon: In the first
ten years of its existence, 50 percent of all NOTES (more
precisely: one billion of these tokens34) ought to be distributed among all the artists present on the platform. The more
often an artist’s music is streamed, the greater his share of
the NOTES distributed ought to be (so-called streaming as
mining).35 In addition, artists ought to share 80 percent of the
advertising revenues and the revenues from subscriptions,
which ought to be sold as soon as Choon has established
itself on the market. The fourth possible source of income
ought to be direct payments to the artists which users ought
to make, for example, for the download of music or the purchase of merchandise.36
According to the information provided by Choon, all income
ought to automatically be distributed to the right holders involved in accordance with a pre-defined Smart Record Contract and to the extent which was determined in advance.37
The operators argue that it is particularly attractive for the
artists that the NOTES earned ought to be credited to their
digital wallet at the end of each day.38 This ought to enable
them, for example, to pay for advertising for their music on
the platform or to pay to be included in curated playlists.39

24 Musicoin, October 2017, Musicoin White Paper, version 2.0.0, https://de.scribd.com/document/362834077/Musicoin-White-Paper-v2-0-0 (downloaded on 28.9.2018), p. 12.
25 Musicoin.org/musicians (downloaded on 28.9.2018).
26 Musicoin, October 2017, Musicoin White Paper, version 2.0.0, https://de.scribd.com/document/362834077/Musicoin-White-Paper-v2-0-0 (downloaded on 28.9.2018), p. 12.
27 Musicoin, October 2017, Musicoin White Paper, version 2.0.0, https://de.scribd.com/document/362834077/Musicoin-White-Paper-v2-0-0 (downloaded on 28.9.2018), p. 15.
28 Musicoin, October 2017, Musicoin White Paper, version 2.0.0, https://de.scribd.com/document/362834077/Musicoin-White-Paper-v2-0-0 (downloaded on 28.9.2018), p. 16.
29 Musicoin, October 2017, Musicoin White Paper, version 2.0.0, https://de.scribd.com/document/362834077/Musicoin-White-Paper-v2-0-0 (downloaded on 28.9.2018), p. 17.
30 Musicoin, October 2017, Musicoin White Paper, version 2.0.0, https://de.scribd.com/document/362834077/Musicoin-White-Paper-v2-0-0 (downloaded on 28.9.2018), p. 15 f., p. 19.
31 Musicoin, October 2017, Musicoin White Paper, version 2.0.0, https://de.scribd.com/document/362834077/Musicoin-White-Paper-v2-0-0 (downloaded on 28.9.2018), p. 19.
32 Bein, 6.12.2017, Gareth Emery Wants to Disrupt Music Labels With Blockchain-Based Publication, Distribution & Discovery Company Choon, https://www.billboard.com/articles/news/
dance/8061798/gareth-emery-blockchain-choon (downloaded on 28.9.2018).
33 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 7.
34 For a detailed analysis of the buzzword ‘token’, see: Otto, ‘Got a Token?’, Ri-nova 2018, 14.
35 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 6.
36 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 9.
37 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 11.
38 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 6.
39 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 7.
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c) SounDAC
The third platform presented here is SounDAC (soundac.io).
It is not a streaming platform. According to its operators, it is
intended to support the music consumption on those platforms by means of the blockchain technology. The SounDAC
blockchain ought to provide a database in which right holders ought to be able to register their musical works via the
so-called Rights Management Portal. Artists ought not only
to be able to register their authorship, but also to determine
to whom and to what extent the revenues from streaming
will be distributed. As a result, interested streaming platforms
ought to be able to include songs registered on the SounDAC
blockchain in their repertoire more easily. A platform which
should already be working with this technology is PeerTracks
(peertracks.com). When a user listens to a song on this platform which its right holder has previously registered on the
SounDAC blockchain, the remuneration for the stream ought
to be automatically distributed to the right holders by means
of a smart contract. Said distribution ought to take place to
the exact extent which was determined when the song was
entered into the database.40 The right holders ought to be
paid in RYLT, the platform’s own so-called cryptocurrency.41
Both the SounDAC database and the PeerTracks platform
were founded by the entrepreneurs Cédric Cobban and Eddie Corral.42
2. Possible Advantages of the Streaming Blockchain
Platforms such as Musicoin, Choon and SoundDAC might
eliminate some of the practical problems arising from
the numerous contractual relationships when it comes to
streaming, provided they work as the operators of the platforms promise.
a) Direct Contact Between Users and Artists
Assuming the promised functionality, the biggest advantage of the streaming blockchain would be that it could make
some of the parties traditionally involved in music streaming
obsolete. Naturally, the operator of the respective streaming
platform would still stand between users and artists, providing the necessary infrastructure. However, the labels, music

publishers and collecting societies which are currently the
contractual partners of platform operators would no longer
be involved if a blockchain-based solution were to be implemented. This could have two positive consequences.
Firstly, as a result, artists may come into direct contact with
the users, who are then no longer just the consumers of the
music, but who become a part of the musical process.43 By,
for example, giving the artists tips or buying tickets for their
concerts directly from them, they might establish a relationship with them.44 Notwithstanding the contribution which
this relationship might make to the artistic creation, this direct connection might be monetised, as the two examples
mentioned above show. Models such as that of the alternative
rock musician J. R. Richards indicate that users are indeed
interested in a relationship of this kind. For $ 8 per month,
fans who book the ‘Green Room VIP’ package on his website
can listen to ‘Supporter Only’ music, for example, and receive
a discount on merchandise.45 If the streaming blockchain
opened up additional revenue streams like this, it might contribute to a better remuneration of the artists.
Secondly, streaming on blockchain-based platforms might
mean that a larger share of the revenue could be distributed
to the artists, as the exploiters would no longer be involved
in licencing.46 Admittedly, the operators of streaming platforms which are, according to their own information, blockchain-based do not operate free of charge. Musicoin intends
to keep about 22 percent of the $MUSIC pool from which the
UBI is generated. Choon wants to retain 20 percent of its revenues from advertising and subscriptions. Their share of the
revenue from streaming therefore does not differ much from
that which, according to the study by Ernst & Young which
was cited above, is currently retained by traditional streaming
providers. On the other hand, the considerable sums which
are currently paid to the exploiters as the contracting parties
of platform operators are omitted. Compared to the approximately 17 percent of revenues currently obtained by the artists for the streaming of their music on Spotify and the like,
according to the study by Ernst & Young,47 78 and 80 percent
respectively of the revenues supposedly distributed by Musicoin and Choon would amount to a significant increase in
the artists’ income.

40 Https://soundac.io/how-it-works (downloaded on 28.9.2018).
41 Https://soundac.io/faq (downloaded on 28.9.2018).
42 PeerTracks, 13.9.2018, Message from the founders: Cédric Cobban and Eddie Corral, https://blog.peertracks.com/message-from-the-founders-cedric-cobban-and-eddie-corral/
(downloaded on 28.9.2018).
43 Wegerle, 1.1.2017, Wie die Blockchain-Technologie dabei helfen kann, die Zukunft der digitalen Musikindustrie zu gestalten, https://blog.landr.com/de/wie-die-blockchain-technologie-dabei-helfen-kann-die-zukunft-der-digitalen-musikindustrie-zu-gestalten (downloaded on 28.9.2018).
44 Gruber, 1.12.2015, Diese Technologie soll die Musikindustrie auf den Kopf stellen, https://www.sueddeutsche.de/digital/lieder-kaufen-im-internet-nach-bitcoin-blockchain-soll-musikindustrie-auf-den-kopf-stellen-1.2751548 (downloaded on 28.9.2018).
45 Https://jrrichards.bandcamp.com/green-room-vip (downloaded on 28.09.2018).
46 Wegerle, 1.1.2017, Wie die Blockchain-Technologie dabei helfen kann, die Zukunft der digitalen Musikindustrie zu gestalten, https://blog.landr.com/de/wie-die-blockchain-technologie-dabei-helfen-kann-die-zukunft-der-digitalen-musikindustrie-zu-gestalten (downloaded on 28.9.2018).
47 SNEP/Ernst & Young, 3.2.2015, Bilan 2014 du Marché de la Musique Enregistrée, www.snepmusique.com/actualites-du-snep/bilan-de-lannee-2014 (downloaded on 28.9.2018), p. 17.
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b) Less Costly Distribution of the Remuneration

d) No Waiting Period for Remuneration

Financially, the blockchain solution, if it works as the providers of the platforms described above promise, might also be
attractive because it reduces the costs associated with collecting and distributing the remuneration. If users were to
pay with a so-called cryptocurrency, as is currently mandatory at Musicoin, for example, and if the right holders were
then also to be paid in this cryptocurrency, the exchange
rates between currencies that are conceivable when paying
with fiat money might be omitted.48 In addition, there would
be no bank or similar administration fees which would have
to be deducted from the payout amount.49 If smart contracts50
actually executed all of the payments automatically, the administrative burden of the payment would also be reduced.
In this case, cost-intensive bookkeeping units, for example,
would no longer have to be maintained. On the one hand, all
the developments described above would lead to larger profit
margins for the artists. On the other hand, the reduced expenses would mean that even the distribution of very small
revenues to the artists could be financially worthwhile which
otherwise might not have been the case due to the excessively high costs of handling the payments.51 In this respect
too, the blockchain-based streaming platforms could increase the artists’ incomes.

For music authors in particular, smart contracts might offer
the advantage that they could be paid for streaming at the
same time, or at least more promptly.53 Where on traditional
streaming platforms they usually receive their share of GEMA’s revenues at intervals of a few months, they could get
paid in (nearly) real time on blockchain-based streaming
platforms. Their share of the income could thus be passed
on considerably earlier than is currently the case when their
music is streamed.
e) Global Database of Ownership of Rights
Lastly, Blockchain-based platforms for rights management
in streaming, which, according to its operators, includes
SounDAC, could create a global database of rights to musical
works and their performances.54 This database might be used
to break down exactly who owns which rights to the music.55
This could make it easier for platform operators to obtain all
the licences required for the legal use of music for streaming
purposes. As a result, all right holders who are entitled to remuneration for the use of ‘their’ music would be paid for it.
3. Disadvantages and Challenges of the Streaming Blockchain

c) Precise Distribution of the Remuneration
Another advantage of using smart contracts in particular
could be that they might enable the numerous right holders to determine in advance exactly how the income from
streaming should be distributed.52 For example, it might be
possible for a band consisting of three musicians and one
singer to determine that 40 percent of the revenues should
go to the singer and 20 percent to each of the three musicians. By using a smart contract, even the fraction of a cent
which is usually paid per stream could be distributed precisely between all these rights owners.

As appealing as the listed potentials of a blockchain-based
streaming platform may sound with a view to the equitable
remuneration of artists, their intended advantages over traditional streaming platforms are not necessarily fully realised
in practice. From a technical point of view, it is unclear when
the streaming blockchain will reach its limits. In particular, it
is doubtful whether an extensive music collection such as,
for example, Spotify’s could be stored using the blockchain
technology, as it is known to be scalable only to a limited extent.56 Furthermore, the streaming blockchain might bring
with it some disadvantages and challenges for the equitable
remuneration of artists which do not exist in the digital distribution of music via Deezer and Co.

48 Gottfried, Zu schön, um wahr zu sein – was die Blockchain für die Musikindustrie bedeutet, https://www.imusiciandigital.com/de/zu-schon-um-wahr-zu-sein-was-die-blockchainfur-die-musikindustrie-bedeutet (downloaded on 28.9.2018).
49 Gottfried, 26.10.2016, Kettenreaktion: Wie die Blockchain die Musikindustrie transformieren wird (Teil 1), https://www.digitale-exzellenz.de/kettenreaktion-wie-die-blockchain-die-musikindustrie-transformieren-wird (downloaded on 28.9.2018).
50 For a technical and legal overview over smart (legal) contracts, see: Otto, Welcome to the Matrix, Ri 2017 24 (26 ff.).
51 Gottfried, 26.10.2016, Kettenreaktion: Wie die Blockchain die Musikindustrie transformieren wird (Teil 1), https://www.digitale-exzellenz.de/kettenreaktion-wie-die-blockchain-die-musikindustrie-transformieren-wird (downloaded on 28.9.2018); O’Dair, 27.7.2016, Wie Blockchain Musikern helfen könnte, von ihrer Musik zu leben, https://www.netzpiloten.de/blockchain-helfen-musik-leben (downloaded on 28.9.2018); Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316 (319).
52 Gottfried, Zu schön, um wahr zu sein – was die Blockchain für die Musikindustrie bedeutet, https://www.imusiciandigital.com/de/zu-schon-um-wahr-zu-sein-was-die-blockchainfur-die-musikindustrie-bedeutet (downloaded on 28.9.2018); O’Dair, 27.7.2016, Wie Blockchain Musikern helfen könnte, von ihrer Musik zu leben, https://www.netzpiloten.de/blockchain-helfen-musik-leben (downloaded on 28.9.2018); Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316 (319).
53 Gottfried, Zu schön, um wahr zu sein – was die Blockchain für die Musikindustrie bedeutet, https://www.imusiciandigital.com/de/zu-schon-um-wahr-zu-sein-was-die-blockchain-fur-die-musikindustrie-bedeutet (downloaded on 28.9.2018); Gottfried, 2.11.2016, Kettenreaktion: Wie die Blockchain die Musikindustrie transformieren wird (Teil 2), https://www.
digitale-exzellenz.de/kettenreaktion-wie-die-blockchain-die-musikindustrie-transformieren-wird-teil-2 (downloaded on 28.9.2018); O’Dair, 27.7.2016, Wie Blockchain Musikern helfen
könnte, von ihrer Musik zu leben, https://www.netzpiloten.de/blockchain-helfen-musik-leben (downloaded on 28.9.2018); Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316 (319).
54 O’Dair, 27.7.2016, Wie Blockchain Musikern helfen könnte, von ihrer Musik zu leben, https://www.netzpiloten.de/blockchain-helfen-musik-leben (downloaded on 28.9.2018).
55 Wegerle, 1.1.2017, Wie die Blockchain-Technologie dabei helfen kann, die Zukunft der digitalen Musikindustrie zu gestalten, https://blog.landr.com/de/wie-die-blockchain-technologie-dabei-helfen-kann-die-zukunft-der-digitalen-musikindustrie-zu-gestalten (downloaded on 28.9.2018).
56 Cf. Otto, ‘Die Vermessung des Blocksbergs’, Ri 2018, 16 (19).
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a) Additional Costs for Artists
Bypassing labels, publishers and collecting societies as exploiters may lead to a situation in which a larger share of the
income from streaming is distributed to the artists. However, a distinction must be made between revenue and profit.
The income from streaming on traditional platforms which is
currently retained by the exploiters is not entirely at their disposal either. The recording companies, for example, pay for
the advertisements for their artists’ music. Artists would have
to bear the costs for these advertisements themselves on
blockchain-based platforms. At Choon, for example, the operators suggest that they use the NOTES which they earned
to buy adverts.57 These expenses reduce the artists’ profits
from streaming. The labels also usually take on management
tasks for the artists. For example, they organise the production of music and the concert tours.58 All of these tasks would
have to be undertaken by the artists themselves on blockchain-based platforms – or at least actively outsourced to
third parties. These parties’ compensation would then have
to be deducted from the income from streaming as well. It is
therefore entirely unclear how much greater the artists’ profits would be on blockchain-based platforms when compared
to the profits made distributing music on traditional streaming platforms.
Even if the fact that the exploiters were no longer involved
meant that a higher profit could be realised, not all artists
might be interested in taking over the manifold tasks currently carried out by the labels, or in searching for third parties to carry them out. After all, the time invested in these
tasks could not be used to make music. It is therefore quite
conceivable that some of the artists would agree to forgo a
part of the possible remuneration if, in return, the exploiters
were to take care of them. However, this would not be a possibility on a blockchain-based streaming platform.
b) Worse Negotiating Position for Artists
Furthermore, the labels, music publishers and collecting
societies represent a large number of performers or music authors and therefore have a better negotiating position
vis-à-vis the streaming platforms than the individual artists. They, who are to face the providers individually on the
blockchain-based platforms, would generally hardly be in
a position to negotiate a higher share of the revenues. The
shares that Musicoin and Choon, for example, claim to currently distribute to the artists, are certainly so attractive at first
glance that there is as of now no need for such a negotia-

tion. In their white papers, the operators of these platforms
repeatedly emphasize their desire to democratize the music
industry59 and to promote ‘sharism’60, i.e. to share fairly with
all parties involved. However, it is hard to imagine that all
operators of blockchain-based streaming platforms will pursue such noble goals. As a rule, they too will want to make a
profit from operating the platforms and accordingly will retain portions of the subscription fees, demand payments for
advertising on their platforms and generate income in other
ways. Should they decide to make the conditions for the use
of their platforms less attractive for the artists than they are
claimed to be today, smaller, less well-known artists in particular would hardly be in a position to negotiate with them.
c) Volatility of the Platforms’ Own So-called Cryptocurrencies
On all three of the platforms presented above, artists are paid
in the so-called cryptocurrencies which are inherent to the
platforms – in $MUSIC, NOTES or RYLT. At first glance, this
may simplify the payment process. However, it goes hand
in hand with the risks that every so-called cryptocurrency
entails: These ‘currencies’, if they are in demand at all, are
subject to potentially high exchange rate fluctuations and
in extreme cases can become completely worthless for their
‘owners’. The artists might therefore, for example, be able to
use them on the platforms to pay for advertisements. However, if they wanted to use their income from streaming to
pay for the production of their music or to place advertising outside the streaming platform, for instance, they would
first have to exchange the so-called cryptocurrencies for fiat
money. If the tokens have lost value in the meantime, this
would have an effect on their profits.
d) Low Commercial Importance of the Streaming Blockchain
Blockchain-based streaming providers such as Choon who
intend to generate profits (among other things) through
advertising and subscriptions must be attractive to a large
group of users in order to generate relevant revenues. This
presupposes that they attract a large number of interesting
artists who wish to distribute their music via their platform.
The operators of Choon have apparently recognized this and
made the use of their platform free of charge in the first year
of its existence, thus until an appealing collection of music
has been built up.61 At the same time, however, they considerably restrict the circle of artists who are eligible for distributing their music on the platform: they state that it is only

57 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 7.
58 Rack, 9.3.2016, Streaming: Warum kommt so wenig bei Musikern an?, https://www.telemedicus.info/article/3059-Streaming-Warum-kommt-so-wenig-bei-Musikern-an.html
(downloaded on 28.9.2018).
59 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 4.
60 Musicoin, Oktober 2017, Musicoin White Paper, Version 2.0.0, https://de.scribd.com/document/362834077/Musicoin-White-Paper-v2-0-0 (downloaded on 28.9.2018), p. 20 f.
61 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 9.
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permitted if the artists in questions still hold all the rights to
their works.62
From a legal point of view, this approach is sensible: making
music available for streaming if the platform operators have
not previously entered into the required licence agreement
with the artists, since they themselves cannot dispose of the
rights, would expose the operators to a high risk of a claim
for damages. In consequence, however, this means that the
distribution of music via the blockchain-based platform is
out of the question for those artists who have signed a contract with a label as well as for those music authors who are
represented by a music publisher or who have signed a deed
of assignment with GEMA. Especially small, unknown artists
are therefore most likely to be attracted to Choon and similar platforms. Artists who are popular in the mainstream and
who have already transfered their rights to a recording company, for example, are unlikely to rely on the blockchain.63
The disadvantages described above – from the volatility of
the ‘currency’ in which the artists ought to be paid, to the additional (financial) costs incurred for tasks which the labels
in particular had previously assumed – ultimately create no
incentive for artists to terminate their contractual relationships with the exploiters and to instead rely on the streaming
blockchain. This stands in the way of the commercial success of platforms based on the blockchain technology.
e) No Monitoring of Entries into the Blockchain Database
On Musicoin, artists who intend to upload their music to the
platform have to verify themselves as such, according to the
information on its website. This may be done, for instance,
by specifying their social media accounts which a Musicoin employee ought to then check.64 However, it is hardly
possible to reliably identify oneself as the right holder to the
uploaded music due to the lack of registration of the copyright and the ancillary copyright of the performers. As far as
can be seen, it is not currently required on any of the three
platforms presented either. Whether blockchain-based rights
management offers for streaming such as SounDAC could
actually create a global database for music rights is therefore
highly questionable. One platform of this kind – Copytrack,
which claims to offer a blockchain-based database for the
copyrights in photographs – is currently under considerable
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criticism in this respect: Experts doubt that the operator can
conclusively check whether the person uploading a photograph is in fact its author. For example, even the submission
of the unedited original version of a photograph might not
allow a certain conclusion to be drawn about authorship,
they argue.65
The most detailed knowledge about the ownership of rights
to music is currently held by the different exploiters. However, labels, publishers and collecting societies are not likely to be interested in entering the accurate data in a blockchain-based database provided by third parties.66 This would
ultimately mean that they would lose their role as intermediaries between artists and platform operators – a loss that
would result in a smaller profit for them. In this context, the
failure of the Global Repertoire Database working group at
the European Union (EU) level should serve as a warning:
Even this initiative, which included not only iTunes, Apple,
Amazon and Co. but also various recording companies and
collecting societies, failed to create a comprehensive database of music rights. Not all of the group’s participants were
interested in contributing their knowledge at that time.67 Taking all this into account, it is hard to imagine how a decentralised blockchain solution can achieve this goal without the
participation of the exploiters.
Should the attempt of creating a global database based on the
blockchain technology nevertheless be made, it is quite possible that this database would not reflect the real ownership
of rights to the music registered on it. After all, a blockchain
stores what is consistent with the technical requirements for
storage. That the stored information is true, however, is not
a prerequisite.68 If the original entries in the blockchain database are inaccurate, all the advantages described above cannot be realized for the true right holders. Worse still: they will
be granted to persons who do not hold any or at least not the
claimed rights to the music. The question then arises how
incorrect entries in the database can be corrected. Even if the
blockchain is not absolutely unchangeable, it can only be
modified under exceptional conditions.69 Once the ownership of rights has been stored incorrectly on the blockchain, a
correction is therefore extremely difficult and cost-intensive.
In this respect, the streaming blockchain therefore does not
offer any advantages over traditional streaming.

62 Choon, The Blockchain’s Music Solution, Whitepaper, https://info.choon.co/public/pdf/choon_white_paper.pdf (downloaded on 28.9.2018), p. 5.
63 Gruber, 1.12.2015, Diese Technologie soll die Musikindustrie auf den Kopf stellen, https://www.sueddeutsche.de/digital/lieder-kaufen-im-internet-nach-bitcoin-blockchain-soll-musikindustrie-auf-den-kopf-stellen-1.2751548 (downloaded on 28.9.2018).
64 Musicoin.org/musicians (downloaded on 28.9.2018).
65 Kerler, 13.9.2018, Strafanzeige nach Millionen-ICO: Ärger für Chef des Berliner Start-ups Copytrack, https://www.wired.de/article/strafanzeige-nach-millionen-ico-aerger-fuer-chef-des-berliner-start-ups-copytrack-concensum-blockchain (downloaded on 28.9.2018).
66 Gruber, 1.12.2015, Diese Technologie soll die Musikindustrie auf den Kopf stellen, https://www.sueddeutsche.de/digital/lieder-kaufen-im-internet-nach-bitcoin-blockchain-soll-musikindustrie-auf-den-kopf-stellen-1.2751548 (downloaded on 28.9.2018).
67 For more details on the initiative, see: Edwards, 15.2.2016, Who Will Build the Music Industry’s Global Rights Database?, https://www.musicbusinessworldwide.com/who-will-buildthe-music-industrys-global-rights-database (downloaded on 28.9.2018).
68 Otto, Die Vermessung des Blocksbergs, Ri 2018, 16 (24).
69 Otto, Vom Anwalt der auszog, das Fürchten zu lernen, Ri 2017, 5 (8).
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“Even if it were technically possible to implement
a streaming blockchain, there is no guarantee that
it would actually offer any advantages over traditional streaming platforms.”

4. Preliminary Conclusion
For performers who have not signed a contract with a label
or for music authors who have not entered into a music publishing contract and have not signed a deed of assignment
with GEMA, blockchain-based streaming platforms are, in
theory, one way of disseminating their music. However, the
extent to which these platforms can actually be technically
implemented on as large a scale as their operators currently
promise is still completely unclear. Even if it were technically possible to implement a streaming blockchain, there is no
guarantee that it would actually offer any advantages over
traditional streaming platforms. However, it would clearly be
associated with various disadvantages. The streaming blockchain therefore does not offer a solution to the problem of the
lack of equitable remuneration on streaming platforms.
IV. Streaming Tomorrow: a Task for the Legislator
If the problems arising in the distribution of the revenues
from streaming music on platforms cannot be solved by a
technical means, they must be addressed at the legal level. So
far, there have been only a few isolated proposals in the German scholarly literature as to how legislators could contribute
to greater fairness of remuneration on streaming platforms.
These ideas will be examined below in order to determine to
what extent they can achieve their goal.
1. Establishment of a Public Streaming Platform
Köster and Grabowsky, writing in relation to the cultural sector as a whole, are of the opinion that the market alone can
no longer guarantee equitable remuneration for the artists.
They therefore propose the establishment of a public streaming platform – a sort of public Spotify. In their opinion, a fair
balance may be achieved between the interests of the artists
and those of the users on such a platform.70

However, a public platform would – as already mentioned
for blockchain-based streaming platforms – only be an attractive offer for a large number of users if they were able to
listen to the music of well-known and popular artists on it. As
a rule, however, these artists have already signed contracts
with a label or a music publisher who will have no interest
in entering into a licence agreement with the operator of a
public streaming platform. After all, the artists’ desire for a
larger share of the revenues on the one hand and the users’
interest in low subscription costs on the other hand could
probably only be met at the same time if the exploiters were
to participate to a lesser extent in the revenues from streaming. Why they should voluntarily accept such an economic loss is unclear. Therefore, a public platform – much like a
blockchain-based model – would probably attract above all
small and unknown artists who still hold all the rights to their
music. A ‘state Spotify’ is therefore unlikely to achieve commercial success.
This might be remedied by introducing a statutory obligation for exploiters to enter into licence agreements with the
operator of the public platform. When entering into such licence agreements, however, freedom of contract applies, i.e.
it is entirely up to the right holders to enter into the licence
agreement or not.71 This contractual freedom would be severely encroached upon by a compulsion for licensure.
In addition, a statutory licence obligation would not remedy
the unfair distribution of remuneration which may take place
between the artists and the exploiters: how the licence revenues would be distributed between these two parties would
remain entirely up to them even if a licence agreement were
entered into with the operator of a public streaming platform. If the revenues which labels and publishers are able to
generate through music streaming were lower on this public
platform, it is likely that they would pass on their losses to
the artists. It therefore remains to be seen whether a public
platform could actually contribute to a higher remuneration
of the artists.

70 Köster/Grabowsky, Die Modernisierung des europäischen Urheberrechts – Sichtweisen aus dem EU-Parlament, ZUM 2016, 236 (237).
71 Groß, Der Lizenzvertrag, 11th ed. 2015, B) I) para. 43.
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For all these reasons, such a platform offers no solution to the
problem of the lack of equitable remuneration on streaming
platforms – leaving aside the question of whether such a
strong influence of the state on the music industry is desirable at all.

greater share of the income than originally agreed upon after
all. Well-known artists may succeed in negotiating for a larger share; less popular artists, on the other hand, will probably
only rarely be in a position to renegotiate a licence agreement once it has been signed.

2. Introduction of a Statutory Transparency Obligation

For some of them, the German legislator has provided a way
out: if it turns out that an artist receives licence fees which are
considerably too low due to the great success of his music, he
can assert his claim to a modification of the contract pursuant to s. 32a para. 1 UrhG, for performers in conjunction with
s. 78 para. 2a UrhG. According to these provisions, the author
or performer who has granted someone a right of use to his
work or performance or who has transferred his exploitation
rights to the performance to someone may demand that the
latter agree to a modification of the licence agreement by
which a higher remuneration is agreed upon. On this basis,
the artists could, in extreme cases, obtain judicial assurances
that the exploiters contractually guarantee them a higher remuneration for the streaming of their music. However, they
are only entitled to a modification if the agreed remuneration
on the one hand and the proceeds and benefits derived from
the use of the work or performance on the other are conspicuously disproportionate (cf. s. 32a para. 1 sentence 1 UrhG).
Such an imbalance is only assumed if the agreed remuneration amounts to only half of the remuneration regarded
as appropriate.78 In practice, this will only rarely be the case
when it comes to music streaming.

As the operators of the streaming platforms are already passing on a large part of their revenues to the right holders, it
would be conceivable to address regulations not to them but
to the labels and music publishers.72 The latter two, after all,
usually retain a large share of the revenues from streaming
and distribute only a small fraction to the artists.73 The problem of the unfair distribution of remuneration might therefore have to be solved at the level of the licence agreement
between the artists and the exploiters.
Against this background, Grünberger argues that a transparency obligation to which the exploiters could be subject
might be a possible solution. He points to art. 14 of the Proposal for a Directive on copyright in the Digital Single Market74, which is currently under discussion at the EU level.75
The first paragraph of this article requires EU member states
to guarantee the authors and performers a right to regular,
‘timely, adequate and sufficient information on the exploitation of their works and performances’ vis-à-vis those to
whom they have granted rights of use or transferred exploitation rights. This information is intended to enable them to
assess how the economic value of their rights has developed.
This should put them into a position to determine whether
the remuneration originally agreed upon is still appropriate.76
If their rights are worth more than they thought when the
licence agreement was originally entered into, they ought to
be able to demand higher remuneration from the exploiters.
However, as Grünberger correctly points out: the rights to
information and accountability which in Germany were already laid down in ss. 32d, 32e UrhG for authors in the beginning of 2017, and which apply to performers pursuant to
s. 79 para. 2a UrhG, go far beyond the transparency obligation provided for in the proposed directive.77 Nevertheless, it
is not evident that the remuneration situation of artists has
changed significantly since the described rights have been
enshrined in law in Germany. If an artist asserts his right to
information and, as a result, learns of particularly high revenues from music streaming, this does not mean that he is
in such a strong negotiating position that he can demand a

In conclusion, the problem of the lack of fair remuneration
will not be solved by the introduction of a statutory duty of
transparency for exploiters. Although the corresponding
right may provide the artists with interesting insights into the
exploiters’ revenues, it will probably only rarely give them a
real opportunity to work towards a higher remuneration for
the streaming of their music.
3. Introduction of a Statutory Right to Remuneration
If the remuneration from music streaming cannot be fairly
distributed at the licencing level even if the legislator intervenes, the only remaining option is to provide for a statutory
right to remuneration directed against the platform operator.
a) Statutory Right to Remuneration as Compensation for a
Limitation on Copyright
One possible solution is to introduce a statutory right to re-

72 Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316 (319).
73 Cf. SNEP/Ernst & Young, 3.2.2015, Bilan 2014 du Marché de la Musique Enregistrée, www.snepmusique.com/actualites-du-snep/bilan-de-lannee-2014 (downloaded on 28.9.2018),
p. 17.
74 Proposal for a Directive of the European Parliament and of the Council on copyright in the Digital Single Market, 14.9.2016, COM(2016) 593 final.
75 Grünberger, Vergütungsgerechtigkeit auf Online-Plattformen, ZUM 2017, 265 (267 f.).
76 Recital 40 of the Proposal for a Directive of the European Parliament and of the Council on copyright in the Digital Single Market, 14.9.2016, COM(2016) 593 final.
77 Grünberger, Vergütungsgerechtigkeit auf Online-Plattformen, ZUM 2017, 265 (267 f.). See also Gerlach, Faire Beteiligung der ausübenden Künstler an Online-Erlösen nach dem Vorbild
der Vermietrichtlinie, ZUM 2017, 312.
78 Schulze, in: Dreier/Schulze (Ed.), UrhG, 6th ed. 2018, s. 32a para. 37.
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muneration as compensation for a new limitation on copyright which allows streaming. Limitations on copyright are
statutory provisions which, as an exception, make it impossible for right holders to prohibit certain uses of a copyrighted
work or of the object of an ancillary copyright.79 Conversely,
this means that users may use the work or the object without
having to negotiate a licence agreement with the right holder
in each individual case. Probably the best-known limitation
on copyright is the possibility of making reproductions of a
work for private use (cf. s. 53 UrhG). In order to compensate
for the fact that the author can no longer fully determine the
use of his work on the basis of a limitation on copyright such
as this, many of these limitations contain a statutory right of
the author or holder of an ancilliary right to an equitable remuneration.80 In the case of the limitation on copyright for
private reproductions of a work, such remuneration is demanded, for example, from the manufacturers, traders, and
importers of technical equipment with which copies may
be made (cf. ss. 54 ff. UrhG). This remuneration provided for
by law presumably falls short of what the right holder would
have received if he had entered into a licence agreement.
Leistner proposes a limitation on copyright for streaming
which would go hand in hand with a statutory right to remuneration for artists in order to preserve cultural diversity on
the Internet. Individual artists and smaller labels which provide for such diversity cannot afford to leave the traditional
streaming platforms at the moment, he claims. Well-known
artists and big labels might be in a position to do so, but as a
result might be cementing their monopoly.81 Every limitation
on copyright must, however, pass the so-called three-step
test: It may only apply in special cases (step 1). In addition,
it must not conflict with the normal exploitation of the work
(step 2). Finally, it must not unreasonably prejudice the legitimate interests of the right holder (step 3).82 A limitation on
copyright which allows platform operators to stream music
without further ado and, in return, grants authors and performers only a statutory right to remuneration does not fulfil
these three conditions.
At the first stage of the three-step test, a limitation on copyright for streaming would fail because it would not only come
into play in special cases. Streaming is, as the revenues of the
recorded music industry from 2017 show,83 a particularly relevant way of exploiting the rights to music. It is therefore the
rule, not the exception.

For this reason, a limitation on copyright for streaming could
not climb to the second level of the three-step test either: the
normal exploitation of a musical work or its performance
would be considerably impaired by the statutory authorisation of streaming. Scheufele believes that, against this background, a limitation on copyright for streaming could only
be considered in the event of a market failure. At any rate,
he claims, such a failure does not exist on streaming platforms which generate their revenues from subscriptions.84
Admittedly, the high revenues generated in the recorded
music industry last year on Spotify and Co. which continue
to increase85 speak against a market failure. Additionally, the
revenues from streaming are distributed to a relevant extent
to the right holders, as the study by Ernst & Young cited above
shows.86 Although the remuneration for music streaming
should be distributed more fairly between exploiters and
artists, a complete market failure cannot be assessed. Referring the artists to a statutory right to remuneration as a result
of which they would probably receive a significantly lower
remuneration for streaming than on the basis of individual licence agreements would therefore seriously impair the
normal exploitation of the rights to their music.
Finally, the streaming barrier would not do justice to the requirements at the third level of the three-step rest, according to which the legitimate interests of the right holder may
not be unreasonably prejudiced. Gerlach rightly points out
that a statutory right to remuneration might secure equitable remuneration for the artists. At the same time, however, the corresponding limitation on copyright would deprive
them of the control over the use of their music:87 if and by
whom their works or performances would be disseminated
via streaming, they would ultimately no longer be able to determine if a corresponding barrier regulation was introduced.
However, this is a legitimate interest of the artists. In view of
the growing importance of streaming for music distribution,
this legitimate interest would be violated to such an extent by
a limitation on copyright for streaming that its introduction
would be unreasonable for the artists.
Therefore, a limitation on copyright according to which
streaming of music is permissible without the conclusion
of individual licence agreements and the artists in return
receive only a statutory right to an equitable remuneration
cannot be considered.

79 For the different legislative ways of achieving this, see: Dreier, in: Dreier/Schulze (fn. 78), introduction to s. 44a para. 11.
80 Dustmann, in: Fromm/Nordemann (fn. 6), introduction to s. 44a para. 9.
81 Leistner, in: Niederalt/Pech, Die Zukunft des Urheberrechts - 50 Jahre Urheberrecht in Deutschland, ZUM 2016, 239 (242). Agreeing with his idea: Dobusch, in: Niederalt/Pech, Die
Zukunft des Urheberrechts – 50 Jahre Urheberrecht in Deutschland, ZUM 2016, 239 (246); Schneider, in: Niederalt/Pech, Die Zukunft des Urheberrechts – 50 Jahre Urheberrecht in
Deutschland, ZUM 2016, 239 (242).
82 See art. 9 para. 2 RBC, art. 13 of the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) and art. 5 para. 5 of the Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the harmonisation of certain aspects of copyright and related rights in the information society [2001] OJ L167/10.
83 IFPI, Global Music Report 2018, http://www.ifpi.org/downloads/GMR2018.pdf (downloaded on 28.9.2018), p. 10.
84 Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316 (319).
85 IFPI, Global Music Report 2018, http://www.ifpi.org/downloads/GMR2018.pdf (downloaded on 28.9.2018), p. 10.
86 SNEP/Ernst & Young, 3.2.2015, Bilan 2014 du Marché de la Musique Enregistrée, www.snepmusique.com/actualites-du-snep/bilan-de-lannee-2014 (downloaded on 28.9.2018), p. 17.
87 Gerlach, Faire Beteiligung der ausübenden Künstler an Online-Erlösen nach dem Vorbild der Vermietrichtlinie, ZUM 2017, 312 (313).
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b) Independent Statutory Right to Remuneration
Lastly, the introduction of an independent statutory right to
remuneration in addition to the contractual right to compensation must therefore be considered.
aa) Extension of the Existing, Independent Right to Remuneration
Usually, music authors or performers receive remuneration
for the use of their music in one of two ways: On the one
hand, they can grant rights of use to their musical works
or performances to third parties or transfer the exploitation
rights to their performances to them. In return, they receive a
licence fee. On the other hand, they can receive a remuneration where this is provided for by law as compensation for
a limitation on copyright. One such example was discussed
above. The fact that these two types of remuneration claims
– contractual and statutory – stand side by side is in principle
not provided for in the UrhG.88
S. 27 para. 1 UrhG contains an exception to this rule. It provides that every lessor of a video or audio recording shall pay
the author an equitable remuneration even if said author has
previously granted his rental rights (cf. s. 17 para. 3 UrhG) to a
producer of such recordings – thus, if he has already received
remuneration for the granting of the rental rights within the
framework of his licence agreement with said producer. In
this case, two independent rights to remuneration stand side
by side: the author’s contractual claim against the producer and the author’s statutory claim against the lessor. In the
past, the statutory claim to remuneration was less relevant to
the rental of audio recordings but primarily concerned the
rental of video recordings from video stores.89 It was and is
asserted pursuant to s. 27 para. 3 UrhG by the competent
collecting societies, in the case of the music authors thus by
GEMA. Performing artists are also entitled to the remuneration described above under s. 77 para. 2 sentence 2 UrhG.
Their right is enforced by the ‘Gesellschaft zur Verwertung
von Leistungsschutzrechten’ (GVL).90
In the case of streaming, the artists cannot rely on the right
to remuneration under s. 27 para. 1 UrhG because, from
the point of view of German copyright law, streaming is a
non-material act of exploitation, specifically making the work
available to the public under s. 19a UrhG. S. 27 para. 1 UrhG,
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on the other hand, requires the rental of a work embodied on
a picture or sound carrier.91 Grünberger, however, suggests
interpreting the right to remuneration broadly in accordance
with modern users’ habits and extending it to the ‘renting’
of non-material objects. After all, he argues, streaming is the
modern equivalent to the rental of CDs, DVDs and the like.92
Scheufele rejects this, however, with reference to the intention of the legislator. When it first regulated the non-material
exploitation of a work expressly in s. 19a UrhG, s. 27 para. 1
UrhG had already been in the UrhG for quite some time. The
legislator could therefore have extended this statutory right
to remuneration to the making available of the work to the
public at that time. However, they decided against it.93
Whether s. 27 para. 1 UrhG can be interpreted in such a way
that streaming is covered by it does not, however, have to
be decided. For reasons of legal certainty with regard to this
increasingly important type of use, it is advisable to create a
separate statutory basis (if one decides to introduce a statutory right to remuneration at all).
bb) Introduction of a New, Independent Right to Remuneration
This is exactly what the FAIR INTERNET Coalition, which
brought together over 500,000 performers, demanded from
the European legislator in connection with the current reform of copyright law at the EU level: ‘an unwaivable right to
receive remuneration directly from service providers making
their performances available on demand’94. Such a statutory
right to remuneration against the platform operator would
stand side by side with the contractual claim for remuneration against the exploiters.
Scheufele, however, rejects the introduction of an independent right to remuneration against platform operators. To
justify this, he refers to the genesis of the currently only such
right pursuant to s. 27 para. 1 UrhG. That the authors receive
a remuneration for the granting of their rental rights on a
contractual basis and that they are, at the same time, entitled
to statutory remuneration for the rental had only been introduced into German copyright law in the implementation of
the Directive on Rental and Lending Rights95. Art. 4 of the Directive provided that authors and performers were to retain
their right to equitable remuneration for the rental of their
audio recordings even if they had previously granted a la-

88 Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316 (318).
89 See only OLG Düsseldorf, 30.7.1987 – 20 U 4/87, GRUR 1987, 907 - Videothek; OLG Köln, 3.4.1998 – 6 U 139/97, ZUM 1998, 659 – Vergütungsansprüche der GEMA gegen Videothek;
LG Oldenburg, 14.2.1996 – 5 S 1148/95, GRUR 1996, 487 – Videothek-Treffpunkt.
90 Cf. § 1 (1) 1. g) ‘GVL-Wahrnehmungsvertrag’, i.e. the deed of assignment signed with the GVL.
91 Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316.
92 Grünberger, Vergütungsgerechtigkeit auf Online-Plattformen, ZUM 2017, 265 (268).
93 Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316.
94 Fair Internet for Performers, 13.9.2018, The European Parliament adopts the copyright directive, https://www.fair-internet.eu (downloaded on 28.9.2018).
95 Council Directive 92/100/EEC of 19 November 1992 on rental right and lending right and on certain rights related to copyright in the field of intellectual property [1992] OJ L346/61.
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“(...) the legislator should therefore introduce an
independent statutory right to remuneration
against the platform operators.”

bel the right to carry out the rental. Otherwise, the legislature
feared, the artists might not be able to agree upon an equitable remuneration for the rental with the exploiters because of
their disadvantageous negotiating position.96 In Scheufele’s
view, the fact that the Directive intended to regulate such a
special situation precludes the introduction of a similar right
to remuneration for streaming.97
However, the genesis of the right pursuant to s. 27 para. 1
UrhG also permits the exact opposite conclusion. The statutory right to remuneration was originally introduced in
order to guarantee that the author – as is required by s. 11
sentence 2 UrhG – receives an equitable remuneration for
the use of his work.98 Since the rental of video and audio recordings resulted in fewer vinyl records, video cassettes and
the like being sold and since the author consequently had a
lower income from their sale, the legislator argued that he
should receive an additional remuneration for the rental.99
In Gerlach’s opinion, the artists whose music is distributed
through streaming are in a similar situation today. In both
cases – renting and streaming – the work or performance
is ultimately made available for a fee for a limited period of
time. The fact that the user does not have a physical carrier
for the work when streaming the music makes no difference
to him.100 To not provide for a similar statutory right to remuneration for streaming as for renting would therefore lead to
a large gap in the legal protection of the right holders.101
In fact, the distribution of revenues in the music industry
shows that streaming music is becoming increasingly important compared to other distribution channels. While the
revenues generated on streaming platforms continue to increase, it is not only the revenues from the sale of physical
sound carriers that are declining. The income generated by
its digital parallel, the download of music, is also declining
noticeably.102 Users are increasingly streaming music instead
of buying it on iTunes, for example. The current situation of
music authors and performers is therefore quite comparable with the situation that the legislature intended to regulate

with the introduction of the statutory right to remuneration
for renting audio recordings. In order to remunerate artists
equitably for their work, it is therefore necessary to introduce
a statutory right to remuneration against the operators of
streaming platforms which applies in addition to the contractual remuneration claim against the exploiters. How this
claim should be structured is a topic for a separate article. In
any case, a regulation at the EU level is advisable, in parallel to
the right to remuneration for rentals.
V. Conclusion
Streaming, as the current sales figures for the recording industry show, is fundamentally a positive development for the
music industry. However, the income generated by streaming music is not yet fairly distributed between all parties involved. Blockchain-based streaming platforms cannot solve
the distribution problem either – if they function at all in the
way their providers describe. In order to guarantee authors
and performers an equitable remuneration for the use of
their musical works or performances through streaming, the
legislator should therefore introduce an independent statutory right to remuneration against the platform operators.
Until this happens, however, performers in particular will
have a number of options to digitally distribute their music
without the help of a recording company, even outside the
popular streaming platforms. One option, for example, is to
make the music available for download on one’s own website, like the aforementioned alternative rock musician J. R.
Richards.103 The cellist Zoë Keating, who was introduced at
the beginning of this article, sells her music via the independent distribution platform Bandcamp.104 Keating’s revenues
from 2017 show that such alternative forms of distribution
can indeed be financially lucrative: for every download on
Bandcamp, she received an average of about $ 6.66. For
comparison: for every stream on Spotify, it was about 0.004
cents.105

96 BT-Drs. 13/115, p. 7.
97 Scheufele, Neue gesetzliche Vergütungsansprüche für Kreative?, ZUM 2017, 316 (316 f.).
98 BT-Drs. 4/270, p. 54.
99 Schulze, in: Dreier/Schulze (Fn. 78), s. 27 para. 1.
100 Gerlach, Faire Beteiligung der ausübenden Künstler an Online-Erlösen nach dem Vorbild der Vermietrichtlinie ZUM 2017, 312 (314).
101 Gerlach, Faire Beteiligung der ausübenden Künstler an Online-Erlösen nach dem Vorbild der Vermietrichtlinie ZUM 2017, 312 (314).
102 IFPI, Global Music Report 2018, http://www.ifpi.org/downloads/GMR2018.pdf (downloaded on 28.9.2018), p. 11.
103 Https://jrrichards.bandcamp.com/music (downloaded on 28.9.2018).
104 Https://music.zoekeating.com (downloaded on 28.9.2018).
105 Https://docs.google.com/spreadsheets/d/1eJyp7AQ7Ye-MNdyD1pn0SulZZSlrxE3mr5rrXp20FXc/edit#gid=0 (downloaded on 28.9.2018).
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Where You Know More, You Suspect Less.*
Why Blockchain Technology and GDPR Actually Work Quite Well Together

CLAUDIA OTTO

A. Introductory Words
Since the first edition1 of Recht innovativ (Ri), a lot has happened in the jurisprudential landscape: The criticized, then
widespread assumption that encryption in the blockchain
database would equal privacy and confidentiality, has faded
to give room for the predominant realization of actual publicity. However, the wrong conclusions about the peer-topeer technology blockchain have only shifted in the overall view: on 25 May 2018, when the General Data Protection
Regulation (GDPR) came into effect after a transitional period
of two years, blockchain technology was declared legally incompatible due to its publicity and supposed immutability.
By disconnecting technology and law the legal literature
has chosen the easy way out of the discussion. The GDPR is
technology-neutral, not hostile to technology. It was created in order to balance interests and not eliminate them. So,
one person has to take the stony path and start taking off the
ghost costume that has been used to cover the GDPR. Furthermore, the technical processes and possibilities of blockchain technology have to and will be examined in this article. The basic idea of collaborative data processing has to
and therefore will be explained. In order to understand and
define rules for concrete situations, the closely intertwined
interests of the persons2 directly involved in the network have
to and will be described in this paper. The discussion of inter-

ests and rights of third parties must be reserved for a further
contribution, since they are not peers and are therefore not
involved in a peer-to-peer network. The efforts to enter data
from non-participants into a blockchain database are not
blockchain-characteristic.
B. Back to the Basics
I. The GDPR’s Clumsy Straddle
The GDPR, which entered into force on 25 May 2016 and has
to be primarily applied by the European Member States since
25 May 2018, aims to harmonize provisions on the protection
of individuals with regard to the processing of personal data
and the free movement of such data, i.e. to create an equal
level of protection throughout Europe. The German Federal
Ministry of Economics and Energy summarizes the objectives of the GDPR as follows:3
“[The GDPR] creates an appropriate balance between
economic and consumer interests in times of advancing digitization. It strengthens the basic right to informational self-determination through greater transparency
and more co-determination of citizens with regard to
their data. At the same time, the Regulation creates a forward-looking legal framework for data-processing companies and innovative business models.”

* Original: „Where you know less, you suspect the most.“ by Niccolò Machiavelli (1469-1527), poems (The Ingratitude).
1 Ri 01/2017 dated 19 April 2017.
2 All alternative designations that mean persons are meant to be gender-neutral.
3 https://www.bmwi.de/Redaktion/DE/Artikel/Digitale-Welt/europaeische-datenschutzgrundverordnung.html (last accessed on 26 September 2018).
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What reads particularly caring, progressive and understandable at first glance, however, testifies to the inherent dissension of the regulation and its difficulties:
Between the protection of fundamental rights and freedoms
of natural persons on the one hand and the free movement
of personal data, which is inclined towards economic interests on the other, which neither wants to be restricted nor
prohibited by the former (cf. Art. 1 para. 1 GDPR), there is an
unbelievably large space which has yet to be filled in. This
task is made even more difficult by the formulations that do
not correlate with the digitized world at present and the numerous undefined nuances between the prescriptive lines
that determine the reality of life. The resulting additional legal
uncertainty is an obstacle to the reconciliation of two completely conflicting interests and will not be eliminated within
weeks or months. Legal certainty is also not created by simply stating that blockchain technology and GDPR do not go
hand in hand.
II. The GDPR is Only at First Glance an Obstacle to Innovation
Time and again it is said that the GDPR is diametrically opposed to technological innovation, in particular blockchain
technology. This is not true for the following reasons:
1. Legislation Never Fits All Cases: “Legal Fitting” Is a Legal
Professional’s Main Task
A complex set of rules of fundamental importance, which
found its justification in 2009 with the beginning of the review of the legal framework4 by the European Commission
and which has to balance numerous member state interests,
can hardly “meet” the current state of knowledge and art after seven or nine years of balancing. Nine years is a considerable time span in technology development. And no one
could have seriously foreseen in 2009 that the idea of a peerto-peer electronic cash system5 could develop into a global,
cross-industry technology trend, accompanied by an almost
religious belief in universal use.
During his training, the legal professional learnt a craft that
allows him to apply the law on a case-by-case basis, even
though an event cannot be clearly allocated to a certain law.
The coexistence and interaction of individuals is diverse, and
this diversity cannot be covered by norms. The society was
always ahead of the legislator;6 in the case of the GDPR it is
no different. Abstraction and legal development are therefore

essential. Even directly applicable rules such as those of the
GDPR do not necessarily have to be understood and applied
in accordance with their wording if their application would
oppose their meaning and purpose or would contradict the
declared intention of the legislator. In addition, the interpretation and application of the law must always be in accordance with the relevant facts and interests. The legislator or
regulator may then adapt the wording, because the vast majority of cases would have led to unsatisfactory results.
As absurd as it may sound when studying the provisions in
comparison with the current state of development, the GDPR
explicitly wants to make technical innovations and innovative business models possible, but only in a balanced relationship with the fundamental rights of the Union citizens.
This will of the legislator must be taken into account in any
legal examination.
2. The GDPR Is Technology-Neutral
In contrast to the anti-technology interpretations, the GDPR
speaks of itself as “technology-neutral”.7 Its explicit aim is to
avoid the serious risk of circumvention of rules for the protection of natural persons by simply using a different technology. However, taking into account the above-mentioned
simultaneous and equivalent sovereignty of economic interests, the GDPR may not restrict or prohibit economic interests in the free movement of personal data using certain
technologies for the benefit of natural persons (cf. Art. 1 para.
3 GDPR). There is also a growing interest of natural persons in
the use of certain technologies such as the blockchain. Why
should the GDPR - despite self-declared technological neutrality - prohibit the use of decentralized network technologies? A reconciliation of interests cannot mean avoidance if
all parties involved are interested in working together.
The normative quality of technology neutrality is not new,
but is regularly left unmentioned in blockchain discussions.
Technological neutrality is not only to be understood in a
negative sense, i.e. as protection against circumvention; it
must also be understood positively in the sense of enabling
benefits. On 24 September 2009, the European Commission,
replying to a parliamentary question on broadband deployment, expressed the need for technology-neutral regulation,
focusing on the needs of users and ensuring effective competition:
“The Commission advises public authorities that broadband measures described in public tenders should fo-

4 I.e. the Data Protection Directive 95/46/EC, see press release of the EU Commission of 4 November 2010, Strengthening EU data protection law: European Commission presents new
strategy, https://web.archive.org/web/20120202232052/http://europa.eu:80/rapid/pressReleasesAction.do?reference=IP/10/1462&format=HTML&aged=0&language=DE&guiLanguage=de
(last downloaded on 16 September 2018).
5 Nakamoto, “Bitcoin - a Peer-to-Peer Electronic Cash System” (October 2008), https://bitcoin.org/bitcoin.pdf (last accessed on 26 September 2018).
6 See Birnbach, Ri 2018, 94 mwN.
7 Recital 15.
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“If a younger technology is better suited to meet
the users’ needs, there is no reason to discourage
users by referring them to old technologies.”

cus on the identification of the quality and the type of
services required by the users of the area in question
rather than a priori identifying any specific technological solution. The most appropriate technology solution should be left to market players to identify. This is
to defend the principles of fair and open competition.
All exceptions to this principle must be justified on objective grounds by the public authority.
Such exceptions are judged on a case by case basis.
The legal base of the principle of technological neutrality lies in Article 8 of the Framework Directive
(2002/21/EC) which states that ‘in carrying out the
regulatory tasks, in particular those designed to ensure effective competition, national regulatory authorities shall take the utmost account of the desirability of making regulation technologically neutral.”8
Therefore, the quality and the type of service required by the
users must be decisive in the performance of GDPR regulatory tasks, not a predetermined technical solution. Technology
neutrality therefore means:
If a younger technology is better suited to meet the users’
needs, there is no reason to discourage users by referring
them to old technologies. The determination of the most
suitable technical solution should therefore be left to market
participants, in accordance with Art. 1 para. 3 GDPR and the
directly applicable European fundamental freedoms of free
movement of goods, persons, services and capital.9

4. Contemporary Reconciliation of Interests With Future-Oriented Thinking
For companies that want to bring new technologies to the
market and build innovative business models, however, this
is not a carte blanche for uncontrolled collection and hoarding of personal data in the mere hope of later recognition, but
a reason to seek qualified legal advice at an early stage. This
does not have to be a lawyer, it can also be a data protection
authority, which is well staffed that it can offer advice on innovation. If not available, the State Commissioner for Data
Protection and Freedom of Information Baden-Württemberg, Germany believes that those responsible should themselves propose and implement reasonable and practicable
results; if these were justifiable, the supervisory authorities
would not interfere.11
At the same time, the aforementioned arguments are no
reason for lawyers and (other) data protection authorities to
demonize, hinder and slow down the developments associated with digitization. The increasing networking of people
cannot be stopped: it is the future. Blocking and disrupting
ongoing development in international competition will have
serious consequences for EU Member States, whether individually or as a whole.
The common goal must be the contemporary reconciliation
of interests with future-oriented thinking. This can only be
achieved through more interaction, through networking of
all participants. A side by side development or run one after
the other will cause economic damage in the long term.

3. Privacy Is a Different Fundamental Right
III. The Blockchain Technology
The term “privacy” is often used in connection with data protection issues, especially in the area of “blockchain”. However,
the GDPR has nothing to do with privacy. It specifies the fundamental right to the protection of personal data, Art. 8 Charter of Fundamental Rights of the European Union (“Charter”),
not the fundamental right to respect for private and family
life (Art. 7 Charter).10 The right to move undetected or to not
be depicted is not subject to the protection of personal data.

Disorientation is not limited to legal matters only but also
prevalent with regard to the blockchain technology. Misinformation is passed on from paper to paper, making it permanent in the legal profession.

8 http://www.europarl.europa.eu/sides/getAllAnswers.do?reference=P-2009-4290&language=DE (last accessed on 19 September 2018).
9 Regulated in the Treaty on the Functioning of the European Union (TFEU).
10 Correct: Quiel, DuD 2018, 566 f.
11 Tweet of the LfDI Baden-Württemberg, @lfdi_bw, 10 September 2018, 8:30 am, https://twitter.com/lfdi_bw/status/1039098703146041346 (last accessed on 19 September 2018).
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1. A Crash Course on the Blockchain’s Main Features
As a subset of the so-called distributed ledger, the blockchain
is a data collection with a chain-like structure, chronologically sorted into clusters, whose contents are stored completely
on each computer of the pseudonymous peer-to-peer network and synchronized regularly. In order to reduce the storage load, data is compressed, i.e. hashed.12 The reduction is
vital to the survival of a database that grows indefinitely due
its only intended change option, the transaction13.
This definition describes the basic technology and its basic
idea, its database structure and administration in its essential
features. Other hash functions used here are not of character-forming significance at this point. In particular, they have
nothing to do with the accuracy or encryption of database
contents.14 “Invisible” transactions will be discussed later.
Beware of understanding opinions such as “immutable”,
“tamper-proof”, “secure” etc., which are based on a lack of
technological knowledge and are not proven, as characteristics of the technology and thus as facts.15 These false evaluations are first and foremost marketing terms and have become subject to several legal assessments.
2. What Database Management Types Are There?
Database management types describe how the peers16 manage the database, i.e. how they interact with it and with each
other using it:
a) Public or Unpermissioned/Private or Permissioned
Blockchains
As proposed by Recht innovativ,17 literature today seems to be
of the same opinion regarding so-called public and private
blockchains: public blockchains are those blockchain-based
networks accessible for everyone without (“un-”) having to
go through a certain permission procedure, which the socalled private blockchain network demands in order to offer
exclusive access.

Public blockchains are referred to as “genuine decentralization”, whereby the alleged distribution and thus non-concentration of database administration power is rather pious
faith than reality.18 In contrast to that, private blockchains
must inevitably be centrally controlled at least by the person
who decides on the admission and, if necessary, dismissal
of peers.
b) It’s a Give and Take
Whether in a public or private blockchain network, the cooperation of the peers is based on a cooperative-like, relatively
balanced give/take concept.19 If you do not want to provide
computing power or storage space in order to support the
(continued) existence of the database, you cannot be a peer
and therefore have no right to co-decide on its present and
future.
This does not only refer to so-called miners20, who have to
raise and consume a lot of energy in a blockchain network
based on the Proof of Work consensus algorithm. The storing and synchronizing peers, so-called Full (Archive) Nodes,
are of existential importance for the network, too. Those who
solely write to the database using transactions, but do not
want or are unable to provide computing power and storage
space for a copy of the blockchain that will secure its existence, are not peers. As so-called Light Nodes, they can store
a miniature of the blockchain constituted of so-called block
headers,21 which allows a minimum of validation22, but does
not allow insight into the shared data. Compared to the Full
(Archive) Nodes, they are of no essential significance for the
network – it is not dependent on them. However, they are
useful in return: after all, many more transactions are possible, the network can be tested for restrictions on a larger scale
within a shorter period of time, and the value of the network’s
own “cryptocurrency” is pushed due to higher demand. A
symbiosis, so to speak.
c) Writing Permissions/Reading Permissions
Initially, “blockchains” were partly differentiated according to

12 Otto, Ri 2018, 16, (26 f.).
13 Otto, Ri 2017, 86 (87).
14 See the various hash functions used in Ethereum and Bitcoin, Otto, Ri 2018, 16 (27 ff.).
15 In detail Otto, Ri 2017, 5 (8), 86 (94); Ri 2018, 13 (14), 16 (27 f.).
16 On the concept of peers, Otto, Ri 2017, 86.
17 Otto, Ri 2017, 5 (6).
18 Otto, Ri 2018, 16, (33, 34), Ri 2017, 19 (20), 86 (94); Kelso, „Cornell Researchers: Bitcoin not as decentralized as assumed”, https://news.bitcoin.com/cornell-researchers-bitcoin-not-as-decentralized-as-assumed/ (last accessed on 26 September 2018).
19 Otto, Ri 2018, 16 (34).
20 Otto, Ri 2017, 5 (10).
21 Otto, Ri 2018, 16 (29, 30, Fn 92). A block header is only 80 bytes “large” and serves with the Nonce stored in it to provide the so-called Proof of Work. Due to its size, no transaction data
is stored or encrypted in this file, which means that even special computing geniuses cannot extract transaction data from it.
22 On the concept of validation: Otto, Ri 2018, 16 (28); Ri 2017, 5 (10).

01.11.2018

Ri-nova 01/2018

Recht innovativ worldwide

38

Otto: Where You Know More, You Suspect Less.

whether the users received (or could receive) the permission
to write new content into the blockchain, or whether they received (or could receive) read-only permissions.
In the case of a public blockchain, every peer and in case of a
private blockchain, everyone authorized has reading permission. In the case of a public blockchain, third parties and thus
network uninvolved parties have additional reading “permission” due to its publicity.
The above distinction fails to recognize that the common
blockchain database administration basically involves reading and writing permission of each peer. Otherwise, the decentralized database structure with mutual control functions
would not be needed and a simple (cloud) database controlled by a central instance would suffice. In addition, each
non-writing peer would provide only power and data storage
space, while the few writing-entitled peers would establish a
centralization of writing power. This again describes a centralized, almost medieval power structure with vertical power
relations that the blockchain strategy intents to eliminate. Last
but not least, it would not be wise to separate writing permissions from the computing power and storage space, because
the writing-permitted (also) depend on the computer power
and storage space. The result would be an unhealthy balance
of power and thus a rapid end to the cooperation.
d) No E2E23 Encryption of Transactions in Favor of Effective
Network Control
Transactions in a blockchain network are primarily only
changes to the shared database.24 Generally, they are fully
visible.25 There are many attempts to hide transactions from
the eyes of uninvolved parties. But as a result they are not
very purposeful:
aa) Blind Spots Encourage Desire for Proof of Trust (And
Someone Who Is Liable)
The blockchain technology with its core idea of disclosed
data sharing serves a very specific purpose: the joint control
of the jointly managed data stock in order to prevent misuse.26 If this joint control is not possible due to the lack of information, the peers must agree on a natural person or legal
entity they trust and who exercises the control function in
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the light of this trust. A joint control, independent of a trusted
third person, is only possible if every peer can see the same
information. If one occasionally excludes transactions from
being visible and thus controllable by the network as a whole,
the exclusion of misuse is no longer possible. Blind spots in
the transaction history of a network without a confirmation
of harmlessness by a trustworthy person have a rather corrosive effect.
Even if it were a private blockchain case, where the participating parties trusted each other when they established the
joint network, the question would arise whether there is a
reason to seriously doubt the decision of the joint data management if one party suddenly started to hide transaction
content from the others. Follow-up transactions that are no
longer traceably linked make no legal or economic sense for
the parties. They create mistrust. As a result, it would be wiser
and in the spirit of good cooperation to share only selected information from the beginning, based on a contract and
other database models.
(bb) (Supposed) Anonymity Must Not Blind
It cannot be denied that legitimate interests in complete anonymity and thus the invisibility of transactions (may) exist. It
is possible, as Zcash27 and Monero28 basically prove.
The right to privacy29 is not the subject of this article, so solutions such as zero-knowledge proofs should not be deepened here. In addition, zero knowledge proofs are in conflict
with the free movement of personal data, which the GDPR
explicitly intends to promote as evidenced by Art. 1 para. 1
GDPR. If a content shall not be brought to the knowledge of
someone else, this content cannot be passed on. If violations
of the law and security problems can no longer be detected
and eliminated as a result of complete concealment, GDPR
goals and rights of affected parties cannot be achieved either.
Zero knowledge proofs therefore do not serve the purpose of
data protection and/or fluid data traffic.
It should also be mentioned that anonymization in a network
has a price: Someone needs to be trusted30 that anonymity
really means anonymity and that the magic hat can’t just be
taken off by that someone.

23 End-to-end encryption.
24 Otto, Ri 2017, 86 (87).
25 Otto, Ri 2018, 16 (28, 29 f.).
26 Otto, Ri 2018, 16 (30, 33).
27 Representative: Greenspan, „Understanding zero knowledge blockchains“, 3 November 2016, https://www.multichain.com/blog/2016/11/understanding-zero-knowledge-blockchains/; similar “Explaining zero knowledge blockchains“ , https://www.linkedin.com/pulse/explaining-zero-knowledge-blockchains-gideon-greenspan (last accessed on 26 September
2018).
28 Representative: Greenspan, „Understanding zero knowledge blockchains“, 3 November 2016, https://www.multichain.com/blog/2016/11/understanding-zero-knowledge-blockchains/; similar “Explaining zero knowledge blockchains“ , https://www.linkedin.com/pulse/explaining-zero-knowledge-blockchains-gideon-greenspan (last accessed on 26 September
2018).
29 See above, B.II.3.
30 On further trust requirements in the case of Zcash: Greenspan, “Understanding Zero Knowledge Chains”, November 3, 2016, https://www.multichain.com/blog/2016/11/understanding-zero-knowledge-blockchains/ (last accessed on 16 September 2018).
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In the case of “shielded” Zcash transactions, neither the participants nor the contents are visible. At least when those involved know how to carry out such transactions. A research
team has shown that mal-informed behavior by Zcash users
leads to an exchange of visible information against their understanding.31 Users must therefore be confident that the information they have about anonymity is accurate and complete.
In this respect, even in the case of alleged anonymization,
users must be fully informed so that they can make an informed decision32. Advertised and only potential anonymity
must not lead to the exclusion of data protection measures,
as implied by recital 26 of the GDPR and expressly stated by
recital 28 on “pseudonymization”.

each peer shall periodically make an identical, dependent
copy of the copies of the other network participants. Data
volumes are thus multiplied in ascending size, not centralized economically to save resources. The larger the network,
the smaller the single contributions must be.34 Blockchain
technology is completely unsuitable for the joint management of large files and data volumes.
Even if blockchain technology opens up an interesting new
scope and awakens desires, classical data silos will remain the
rule – especially against the background of secret protection.
Blockchain technology may only be used where the parties
to a cooperation consider the sharing of certain, aggregable
data to be economical and meaningful and have ruled out all
other tried and tested sharing technologies. It is too special to
solve all the problems of the world.

cc) No Difference Between Public or Private Blockchain
The unrecognizability of transactions can make sense in
both public and closed networks. In both cases, the problem
remains the same: trust must no longer be placed only in the
technology, its security and one’s own technological knowledge, but also in certain people who sit by the proverbial red
button and decide on anonymity.
e) The End of the Data Silos?
Data silos are databases, i.e. structured data collections that
are only accessible to a certain natural person, group of persons or legal entity. Basically, every computer is a data silo
hosting a lot of other data silos, because third parties should
not be able to access the data (databases) stored herein. Some
consider data silos to be outdated in times of big data: Small
companies in particular would suffer disadvantages due to
never being able to accumulate the amount of data of large
companies in order to work, do research and make developments using it. Andrea Nahles, SPD, therefore recently proposed obliging tech giants to share data.33
Although blockchain technology is designed to share information, it does not provide a solution for this “problem”.
Blockchain technology is based on the sharing of data for
joint control of a jointly aggregated dataset. For this purpose,

f) (Improved) Chameleon Hashes35 and Redactable Blockchains36
A suggestion for the solution of the supposed problem of immutability of the blockchain database that has become prominent through Accenture37 is the use of so-called chameleon
hashes. Without going into the technical details, these are
supposed to enable the exchange of old blocks including
transactions to be removed without affecting the hash connections of the blockchain, because the hash connections of
exchanged blocks are changeable – like a chameleon.
In order to change the chameleon hashes, these have to be
reversible. Which means somebody needs the key to the secret backdoor.
The main problem with this proposal is that it does not solve
a problem that cannot already be solved with the basic structure and type of basic administration described above. The
efficiency concept speaks for the chameleon hashes because
the subsequent block hashes do not have to be recalculated
in order to create an intact chain that no longer allows subsequent changes to be detected. What speaks against them,
with reference to the occasional exploit38 of blockchain technology, is that they question the blockchain’s utility and
community spirit per se.

31 Kappos, G. et al, “An Empirical Analysis of Anonimity in Zcash”, 2018, https://smeiklej.com/files/usenix18.pdf (last accessed 16 September 2018), but see also Hertig, “Hardly Anyone
Seems to Be Using Zcash’s Anonymity Features”, 13 January 2017, “ https://www.coindesk.com/hardly-anyone-is-using-zcashs-anonymity-features-but-we-couldnt-tell-if-they-were/
(last accessed on 26 September 2018).
32 See recital 32, Art. 4 No. 11 GDPR.
33 Nahles, “Die Tech Riesen des Silicon Valley gefährden den fairen Wettbewerb”, guest commentary in Handelsblatt on 13 August 2018, https://www.handelsblatt.com/meinung/gastbeitraege/gastkommentar-die-tech-riesen-des-silicon-valleys-gefaehrden-den-fairen-wettbewerb/22900656.html (last accessed on 8 September, 2018).
34 More concrete on the problem, scalability Otto, Ri 2018, 16 (19).
35 Krawczyk/Rabin, „Chameleon hashing and signatures“,11 February 1998, https://patents.google.com/patent/US6108783A/en, (last downloaded on 8 September 2018).
36 Exemplary: Ateniese et al., „Redactable Blockchain - or - Rewriting History in Bitcoin and Friends, 11 May 2017, https://eprint.iacr.org/2016/757.pdf (last downloaded on 8 September
2018); Krovi et al., „Redactable blockchain and it’s (sic!) implementation in bitcoin”, https://www.researchgate.net/publication/324043884_Redactable_blockchain_and_it’s_implementation_in_bitcoin (last downloaded on 8 September 2018).
37 „Editierbare Blockchain für Banken & Versicherer,: Accenture stellt Prototyp auf „Permissioned“-Basis vor“, IT-Finanzmagazin, 22 September 2016, https://www.it-finanzmagazin.de/
editierbare-blockchain-fuer-banken-versicherer-accenture-stellt-prototyp-auf-permissioned-basis-vor-37100/ (last downloaded on 8 September 2018).
38 Ateniese et al., „Redactable Blockchain - or - Rewriting History in Bitcoin and Friends, 11 May 2017, S. 1, https://eprint.iacr.org/2016/757.pdf (last downloaded on 8 September 2018).
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For this reason, a real advantage of the redactable blockchain
over a classical relational database technology is not recognizable. Therefore, chameleon hashes will not be discussed
further below.
3. Individual Data(base) Administration, in Particular
Pseuonymity
The blockchain technology in its standard version initially
offers only a pseudonymous use, no anonymity. However,
this technical understanding has nothing to do with the legal
understanding, in particular that of the GDPR.
It is always difficult to explain public-key cryptography without legal misunderstandings. Often the descriptive metaphors on private and public keys have to be adapted to the
respective legal field; therefore caution is required in the
careless adoption of metaphorical statements from contributions to completely different legal questions.
a) The Private Key
The private key39 is the most important key for database administration by the individual user. It is the root from which
the public key and address are derived. Without it, the other
two are no longer usable: a loss of the private key means the
non-obtainability of the tokens acquired using it and thus
their loss.40 At the same time, the private key’s destruction
has no influence on the public keys and addresses used with
it when signing transactions in the past. Signatures and address data are firmly interwoven with the blockchain database. Destruction therefore cannot be recommended, especially not if blockchain data has to be corrected. Corrections
(within the meaning of Art. 16 GDPR) can only be made by (a
new) transaction which needs the private key.
b) The Public Key
The public key is derived from the private key, i.e. it is generated from the private key.41 In principle, the private key cannot
be inferred from it; the Elliptical Curves Cryptography (ECC),
specifically the Elliptical Curves Discrete Logarithm Problem,
prevents the reversal of the calculation function.42

Ri - Recht innovativ

At this point, it must be pointed out that the public key is
not the reason why users of a blockchain-based network act
“pseudonymously”. The public key does not serve as a substitute for a name. The public key, used together with the secret
private key, is “only” the carelessly transmittable key for the
purpose of authentication of the authorized party by the other transaction party.
Authentication is not synonymous with identification:
The baker does not have to know who he is handing over a
bag of fresh rolls in return for cash – in these everyday transactions it is only the receipt of the purchase price that counts,
but not the person43 or even the legal capacity44 of the buyer. The baker can generally assume that the cash belongs to
the buyer and that he is entitled to use it, see Sec. 1006 para.
1 s. 1 in conjunction with Sec. 1006 para. 1 s. 2, 2nd half s.
German Civil Code (BGB). He doesn’t have to ask the buyer
whether the 5-EUR note he pulled out of his wallet really belongs to him. Even if the person appearing personally makes
the purchase for someone else, such as the son for the sick
mother, and uses cash handed over by her in advance, the
sales contract and the exchange of benefits would be legally
effective. The son does not have to inform the baker about his
representation and the reasons for the absence of his mother,
because the baker generally is not interested in the person of
the buyer if the payment is made directly.45
The exchange of information46 similarly takes place in blockchain networks. The identity of the transaction partner is also
not important here if the agreed consideration – the transfer
of tokens47 – is immediately provided. Since, however, the
exchange of services does not take place with simultaneous
presence as at the baker’s and no identification by name,
photo, address and date of birth is desired, it must nevertheless be ensured that the right parties can interact pseudonymously and uncompromisedly. Therefore, the participants of
a transaction need a possibility of authentication – and not
identification. The authorized and correct counterpart is the
one where the signature of the transaction is based on the
related keys, the private key and the (transmitted) public key.
As long as the above-mentioned Elliptical Curves Discrete
Logarithm Problem is not solved, it is not possible for any-

39 On the creation process, Otto, Ri 2018, 16 (29).
40 On the concept of the “token” in this issue, Otto, Ri-nova 2018, 14.
41 Otto, Ri 2018, 16 (29).
42 As far as we know. Otto, Ri 2018, 16 (29).
43 See Otto, Ri 2017, 86 (88).
44 See provision on transactions of daily life, Sec. 105a BGB.
45 Otto, Ri 2017, 86 (88).
46 Why in a blockchain network only information is actually shared, and exchange or transmission are only descriptions of the result of the shared information, Otto, Ri-nova 2018, 14
(16).
47 Otto, Ri-nova 2018, 14.
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“The address generated from the public key, which
derives from the private key, is the actual pseudonym in the blockchain network.”

one (in his lifetime) to determine the secret private key on
the basis of the public key alone.48 Both together do not allow
the identification of the originally authorized person, i.e. the
person who generated both keys, but only the authentication and signature of the next transaction. Even if a so-called
paper wallet is found on which both public and private keys
are listed, the identity of the key pair owner cannot be determined – possibly never. The network has no interest in
identifying its users if the signatures of the transactions that
keep the network supple are flawless. Therefore, the network
has no interest in identifying and sanctioning “falsely authorized persons” who use a foreign private key together with
the corresponding public key in order to have access to the
tokens stored on the assigned addresses.
c) The Address
The address generated from the public key, which derives
from the private key, is the actual pseudonym in the blockchain network. The public key cannot be inferred from the
address because of the ECC used. Of course, the private key
cannot be inferred from the address either. However, the
transactions sent or received by it are assigned to the address.
Here the concrete references to an identity are collected like
in a purse.
Transactions are not stored on a public key, as the understanding often seems to be. Not the public key, but the address should be compared with the bank account number for
explanatory purposes in the context of the data protection
law stepping out of the two-person relationship. However,
in contrast to a bank account that can only be viewed by the
bank and the account holder, the transparent and thus publicly accessible information in all transactions that have taken
place using this address allow the assignment to a specific
data subject.
d) Anonymizable Pseudonymity
Unfortunately, there are considerations that disregard cryptography and its meaning, recognizing a pseudonymization
process in the hashing of the signature, generated from public and private key, into a transaction. As explained above,

they both, individually or collectively, do not serve to identify
the creator of the private key. However, nobody in the blockchain network is anonymous.
In all blockchain-explorers49 a direct search can be made
for the public pseudonym address as well as for transaction hashes that refer to them. Nobody has to reverse collision-resistant hash functions.50 Users would therefore only
become anonymous if the addresses did not reveal any information that could lead to them. For this purpose, all transactions would have to be invisible and/or not assignable to
an address.
The closest pseudonymity to anonymity is therefore the
one-time use of an address, exclusively to receive payments
within a short period of time. Why else could the backers of a
so-called cryptolocker not be determined on the basis of the
Bitcoin addresses to which the ransom in Bitcoin was to be
transferred? Because these one-time addresses do not permit the creation of a perpetrator profile described so simply
above, but at most the creation of “victim profiles”.51
e) Circulation Before Legal (Un)certainty: The Safekeeping
of This Data Is Key
Apart from the fact that it is advisable to use addresses rather
cautiously and only one-sidedly in the sense of a certain kind
of transaction, the original beneficiary of the “funds” stored at
an address is solely responsible for the exclusion of third parties from access. As has already been shown, the network has
no interest in the possibly undesirable situation and unclear
legal situation, but only in the circulation.
4. Crypto Exchanges Do Not Have Much to Do With the
Blockchain Technology
Confusion arises again and again in relation to so-called
crypto or token exchanges. These exchange platforms simplify interacting in the complex and quite complicated blockchain network. It is not necessary to remember extremely
long random keys or to keep them perfectly safe. In addition,
registration is useful if, for example, you cannot “mine” your
first Ether yourself in order to actively participate in the Ethe-

48 Otto, Ri 2018, 16 (29).
49 Only exemplary: the search function of https://www.blockchain.com/explorer.
50 On collision resistance see e.g. Paar/ Pelzl, Kryptografie verständlich - ein Lehrbuch für Studierende und Anwender, Springer Vieweg, 2016, p. 338 ff.
51 The question of whether the perpetrators leave traces leading to them when the address is emptied is a different one and cannot be deepened here.
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reum network. After all, no transaction can be made here
without the payment of a transaction fee.52
Exchange platforms often carry out the fulfillment of purchases and sales of so-called cryptocurrencies using their
own addresses and key pairs in the respective blockchain
network (i.e. Ethereum in the case of ETH, Bitcoin in the case
of BTC, etc.). On the real-world side, for example, they maintain collective accounts with traditional banks, in which the
exchange account balances individually shown to users are
bundled in their respective $ or EUR equivalents. The trade
with so-called cryptocurrencies takes place under a classical
pseudonym, whereby the exchange platform operators have
all information about the persons behind the pseudonyms at
their disposal.
Even though the risks of blockchain technology have been
the focus of previous articles in Recht innovativ, it must be
emphasized that blockchain technology has a considerably
higher level of security than exchange platforms. Many losses that private investors interested in tokens53 have suffered
in recent years have resulted from successful attacks on the
less secure exchange platforms.54 However, these exchange
platforms pose the greatest security risk not only with regard
to the users’ assets, but also with regard to their personal data.
Because in order to be allowed to trade on the exchange platform, the users must disclose their identity. Moreover, platform operators are not reluctant when investigating authorities demand information about the identities of users.55
Exchange platforms should be subject to an independent examination under data protection law due to their particular
risks. At this point only the reference to their necessarily separate consideration shall be made.
C. Legal Questions of Data Protection
I. What Is a Personal Date In a Blockchain Network?
1. The Fundamental Right to Data Protection as a Source of
the Protection of Personal Data
Above the GDPR, which is so-called secondary law, stands
the primary European fundamental right of protection of
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personal data, which was initially based on the right to respect for privacy and inviolability of the home by the European Court of Justice. Art. 8 of the Charter on the protection of
personal data derives from this judicial practice.56 The GDPR
is intended to give the fundamental right of protection of
personal data a more concrete form.
2. Definition of Personal Data
According to the definition in Art. 4 no. 1 GDPR personal data
are all data that can57 be associated with a natural person:
‘personal data’ means any information relating to an
identified or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person.
It covers not only sensitive personal data, but all conceivable
information that can lead to a natural person by linking them
together. Personal data is given if the individual can be recognized on the basis of such data.58
It becomes somewhat cryptic in the literature with regard to
the so-called unique identifier, which can also be a personal
date. Such an identifier can be a cookie stored on the person’s computer or its static IP address, because its purpose is
to assign a data set to a person.59 However, the fundamental
right also covers data which do not enable the direct identification of a person, but only indirect identification, e.g. by using data in the hands of third parties.60 An important example
here is the dynamic IP address: The surfing person cannot
be identified by this string of characters alone. However, the
easily identifiable internet access provider is able to identify
the visitor on the basis of his contract data and the dynamic
IP addresses assigned by him on the basis of that contract at
times determined by him. For the internet access provider,
the combination of IP address and time of visit is a personal date.61 For the operator of an internet site, this is only the
case if he has actual or legal means to access the additional information of the internet access provider necessary for

52 Detailed on the importance of the Ethereum transaction fee, Otto in Ri 2017, 5 (12)
53 Otto, Ri-nova 2018, 14.
54 An overview can be found at https://medium.com/@QUOINE/timeline-of-significant-crypto-exchange-hacks-621f4993b625 (last accessed 26 September 2018).
55 Reuter, “Bitcoin.de gibt Nutzerdaten an Polizei weiter – auch ohne richterlichen Beschluss”, 1 August 2017, https://netzpolitik.org/2017/bitcoin-de-gibt-nutzerdaten-an-polizei-weiter-auch-ohne-richterlichen-beschluss/ (last accessed 26 September 2018).
56 Cf. Ambrock in Jandt/Steidle, Datenschutz im Internet, 2018, II.6 ff.
57 Cf. Ambrock in Jandt/Steidle, Datenschutz im Internet, 2018, II.8. with reference to ECJ, EuZW 2010, 939, No 52.
58 Ambrock in Jandt/Steidle, Datenschutz im Internet, 2018, II.9.
59 Ambrock in Jandt/Steidle, Datenschutz im Internet, 2018, II.9.
60 Cf. Ambrock in Jandt/Steidle, Datenschutz im Internet, 2018, II.9.
61 Ambrock in Jandt/Steidle, Datenschutz im Internet, 2018, II.9.
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“Only the address that was generated from the
public key and does not allow any inference about
it, can form a personal date in combination with
suitable transaction data.”

identification.62 If a criminal offence is suspected, this can be
done by reporting the offence to the prosecution authorities.
3. The Address – In Combination With Transaction Data –
Can Be a Personal Date
As already mentioned above, private key and public key cannot, either individually or in combination, infer the person
who originally generated or used them. Only the address that
was generated from the public key and does not allow any
inference about it, can form a personal date in combination
with suitable transaction data. This is because it forms the
node from all transactions that have been carried out using it
and which, as a result, allow conclusions to be drawn about
the person of the user. But even without much puzzle work,
it can be enough if only one transaction linked to a certain
address leads to the website of a delivery service, for example,
which – naturally – has the name and address of the payer.
If the user acts within a private blockchain network, it is conceivable that the registration office may require the disclosure
or even unsolicited communication of the address-owners’
identity in order to monitor compliance with the rules established by it. Then the address itself is a personal date.
However, the address can also be a personal date in combination with the knowledge of a trustee. In both private and
public blockchain networks, there are conceivable cases in
which the associated key pairs are disclosed to third parties
for trust management purposes. This can make legal and
economic sense, especially in view of the far-reaching significance of the many possible errors.
4. Transactions May Contain Personal Data
Transactions and their contents are generally visible; special
efforts have to be made to make them invisible, but the positive effects and therefore the establishment of anonymity are
highly questionable,63 as shown above. A conversion from

human-readable language to machine-readable language
takes place in order to be able to write the data into the blockchain database.64 However, this does not constitute pseudonymization in the narrower sense. A transaction can be
easily transformed back into human language.65 Thus, when
personal data are used in transactions, they are still personal
data, even if they are not identifiable as such at first glance.
For this reason, only reference information should be the
subject of transactions. Reference data refers to a process in
the real world, whose content cannot be derived from the
blockchain database itself. An example is the file number,
which, for example, in combination with a processing status indication and time stamp, confirms a procedural status
in the real-world centrally managed database. Admittedly,
it is still a personal date. However, before writing it into the
blockchain, a pseudonymization of the transaction content
was carried out, which, according to Art. 11 GDPR, could lead
to a considerable weakening or even lapse of the obligations
under the GDPR.
Basically, such prudent transactional behavior would be
nothing more than the courts’ approach to blackening decisions in order to feed them into jurisprudence databases.
However, nobody would even discuss whether the parties
concerned now have a right to erasure involving a judgment
according to the GDPR.
II. Pseudonymity and Anonymity Within the Meaning of
the GDPR and Its Significance for Legal Scientific Data
Collections
Anonymity and pseudonymity constantly get confused. The
prevailing legal understanding in Germany of “anonymization” of decisions and files proves to be incorrect with reference to the GDPR. However, legal scientific databases comprising collections of decisions and legal literature can help
explain why condemning and banning blockchain technology, representative of distributed ledger technologies at pres-

62 Ambrock in Jandt/Steidle, Datenschutz im Internet, 2018, II.9.
63 See above, B.III.2 (d) (bb).
64 Otto, Ri 2017, 24 (30): the data in the (Etherum) blockchain are binary coded, i.e. only ones and zeros.
65 Otto, Ri 2018, 16 (29).
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ent, essentially with reference to the (supposedly) impossible
fulfilment of the right to erasure (Art. 17 GDPR), cannot be the
right way. The interests of legal professionals and peers in a
blockchain network have much more in common than is
apparent at first glance.66
1. Clarification of Terms
a) The Concept of Pseudonymization
“According to Art. 4 no. 5 GDPR, “pseudonymization” means
the processing of personal data in such a way that the personal data can no longer be attributed to a specific data subject without the involvement of additional information, provided that this additional information is kept separately and is
subject to technical and organizational measures which ensure that the personal data are not attributed to an identified
or identifiable natural person.
According to recital 26 of the GDPR, personal data subject
to pseudonymization which could be attributed to a natural
person by using additional information should be regarded
as information on an identifiable natural person (s. 2). In order to determine whether a natural person is identifiable, account should be taken of all the means reasonably likely to be
used, either by the person responsible or by another person
to identify the natural person directly or indirectly (s. 3). In
determining whether means are likely to be used to identify
the natural person, all objective factors, such as the cost of
identification and the time taken to do so, should be taken
into account, as well as the technology and technological
developments available at the time of processing (s. 4).
b) Anonymization
“Anonymization” has not been defined in the GDPR like
“pseudonymization”; however, it is explained in more detail
in its recital 26, s. 5. Accordingly, the data protection principles should not apply to anonymous information, i.e. information which does not relate to an identified or identifiable
natural person, or personal data which has been rendered
anonymous in such a way that the data subject cannot or can
no longer be identified.
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sions’ effects throughout their lives. Support, lack of understanding, respect and contempt, even hatred can spill over
them from various sides. The controversial lady who advocated the female form of address in bank forms is just one
example.67 Trials are conducted by people. The first names of
the judges are usually not mentioned, while the parties have
to undress using full names and addresses.
The file number is a personal date for the court which holds
the file, because the parties are and remain identifiable on the
basis of the file number. According to the principles set out
above, the file number is a personal date to an applicant for
access to the file if he has the factual or legal means to access
the additional information in the hands of the court.68
Such a legal instrument is Sec. 299 para. 2 ZPO (German
Code of Civil Procedure), which allows third parties with a legitimate interest to inspect the files of civil proceedings without the consent of the parties to a legal dispute. A legitimate
interest of private individuals is also required in the case of
inspection of files pursuant to Sec. 475 StPO (German Code
of Criminal Procedure), but is weighed against possible interests of the person concerned that are worthy of protection. Judicial authorities and other public bodies may inspect
criminal proceeding files if this is necessary for the purposes
of the administration of justice, Sec. 474 para. 1 StPO. Personal data can even be transmitted to universities and comparable scientific research institutions, Sec. 476 StPO.
Court decisions are therefore not anonymized, but only
pseudonymized, cf. recital 26 and Art. 4 no. 5 GDPR. The legal scientific databases, whether publicly accessible or only
accessible against payment, are thus collections of pseudonymized personal data which, strictly speaking, contain
additional concrete references to the persons affected by
the respective proceedings due to the set out content of the
judgement (facts, assessment of evidence). If someone recognizes circumstances herein, which also concern him, this
fact can create a legitimate interest, which, together with the
file reference, allows an identification of the person(s) concerned. Of course, this applies only to the period of the storage and/or archiving of the file itself. The storage periods can,
however, amount to more than 100 years, depending upon
the meaning.

2. Court Decisions, Blackened but With File Numbers, Are
Pseudonymized, Not Anonymized

3. Is the Right to Erasure Enforceable?

Court decisions are a cornerstone of jurisprudence and can
have effects over centuries, long after the deaths of those affected by them. In times of the Internet, when information
can spread with a boom, people may experience court deci-

File numbers are personal data, because the parties to the
proceedings can be identified using it. The data protection
principles shall apply to all information relating to an identified or identifiable natural person, says recital 26, s. 1 GDPR.

66 In depth: “Lawyers Are Only peers”, Annex to this article, Otto, Ri-nova 2018, 58.
67 Example: Lorenz, “Die objektive Sicht des verständigen Senats”, https://www.lto.de/recht/hintergruende/h/bgh-vizr14317-weibliche-personenbezeichnung-anrede-vordruck-bankformular/ with reference to German Federal Supreme Court, judgement of 13 March 2018, no. VI ZR 143/17.
68 See judgment of the ECJ of 19 October 2016, Case C-582/14 – Breyer, http://curia.europa.eu/juris/liste.jsf?language=de&num=C-582/14 (last accessed on 26 September 2018).
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a) Personal Data Contained in a Scientific Database

follows

But should data subjects have the right to have their judgments erased from the legal scientific databases?
Art. 17 para. 3 lit. d GDPR seems to contradict this idea: The
data subject may not assert a right to erasure under this provision if the processing is necessary for archival purposes in
the public interest, for scientific or historical research purposes or for statistical purposes pursuant to Art. 89 para. 1
GDPR, insofar as the right to erasure presumably makes it
impossible or seriously impairs the achievement of the purposes of such processing.
It could be argued that only the erasure of historical event
judgments would render impossible or seriously impede the
achievement of the purposes of such processing. Recital 158
of the GDPR states:
Public authorities or public or private bodies that hold
records of public interest should be services which, pursuant to Union or Member State law, have a legal obligation to acquire, preserve, appraise, arrange, describe,
communicate, promote, disseminate and provide access
to records of enduring value for general public interest. Member States should also be authorized to provide
for the further processing of personal data for archiving
purposes, for example with a view to providing specific
information related to the political behavior under former
totalitarian state regimes, genocide, crimes against humanity, in particular the Holocaust, or war crimes.
Nevertheless, every small piece of further legal development
can be potentially decisive at any point in time and, let us not
forget, only a fraction of the judgments are entered into the
legal databases at all. Is it possible to say for certain, on the
basis of an individual case, that this decision applying the law
and providing further legal development has no significance
for jurisprudence as a whole? No, since we can’t look into the
future. In addition, the person concerned cannot objectively
decide on the significance of a judgment for an academic
field. In individual cases, a decision of erasure would certainly not have much impact and would not render impossible
or seriously affect the achievement of the purposes of the
processing of judgements and therefore personal data. These
effects would, however, occur if all judgments could be removed as a result of the principle of equal treatment.
Where should the line be drawn?

For processing carried out for journalistic, academic, artistic or literary expression, Member States shall provide
for exemptions or derogations or from Chapter (...) if they
are necessary to reconcile the right to the protection of
personal data with the freedom of expression and information.
Unless Art. 17 para. 3 lit. a GDPR with its reference to the necessity of processing due to the fundamental right to freedom of expression and information should be relevant, processing for scientific and (legal) historical research purposes
in the public interest pursuant to the aforementioned Art. 17
para. 3 lit. d GDPR could also exist and hinder a demand for
erasure.
Print works are naturally not affected by the potential right to
erasure.
c) Personal Data in Legal Blogs
Art. 17 para. 3 lit. a GDPR clarifies that a right to erasure is not
enforceable if the processing takes place in the context of the
exercise of the right to freedom of expression and information, which is, in principle, the case for legal blogs.
d) Is the Early Destruction of the File a Legal Way Out?
If the right to erasure cannot be enforced because of the
predominant fundamental rights and the generally stronger
public interest, the question arises as to whether, against the
background of the fundamental right to protection of personal data (cf. Art. 8 Charter) and the special protection of
natural persons with regard to the processing of personal
data (cf. Art. 1 para. 1 alt. 1 GDPR), data subjects must alternatively be granted a right to demand the (partial) destruction
of files in order to prevent the described identification on the
basis of the file number.
According to Art. 17 para. 3 lit. d GDPR this “solution” appears
to be inappropriate. Recital 158 of the GDPR states as is well
known:
Public authorities or public or private bodies that hold
records of public interest should be services which, pursuant to Union or Member State law, have a legal obligation to acquire, preserve, appraise, arrange, describe,
communicate, promote, disseminate and provide access
to records of enduring value for general public interest.

b) Personal Data in Academic Works
The fundamental right of freedom of expression and information (Art. 11 Charter) covers the writing, retrieval and storage of legal literature with reference to judgment texts bearing a file number. Art. 85 para. 2 GDPR therefore provides as
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This is followed by the questions, what official and, above all,
judicial records of public interest are and whether these are
only files of large, media-effective proceedings. The answer
is not spectacular, but essential for this article:
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Court and administrative files have a preventive and subsequent security function that goes beyond the interests of the
parties concerned. As early as 1988, the German Federal Administrative Court (BVerwG) had dealt with the question of
whether the right to informational self-determination, the
constitutional “fundamental right to data protection” established by the German Federal Constitutional Court,69 could
give rise to a claim for the early destruction of parts of files,
and rejected this question by referring to the evidence function of the file:
“The obligation to keep truthful and complete files can
only develop its preventive and subsequent securing
function if the files are kept for so long that they can actually fulfil their function of proof if necessary. There can
therefore be no question of them having to be destroyed
in order to avoid infringements of the right to informational self-determination if no party to the proceedings
is able to assert current claims against the authority and
the authority can no longer make the files the basis for
current measures against or in favor of a party to the proceedings. The handling requested by the applicant would
largely leave it to chance whether the administrative acts
could actually fulfil the security function to which they
are entitled. The possibilities for effective legal and technical supervision would be reduced, as would the obstacles to unlawful administrative action which would be
created by the obligation to provide true and complete
documentation. Finally, the handling which the applicant
considers to be lawful and necessary - which would only
allow any party to demand the destruction of the parts of
the file which concern him in particular - would lead to
the incompleteness and thus to the partial or even complete uselessness of the files’.”70
Moreover, in a state under the rule of law there are in principle no secret files, unless there is an overriding interest in
secrecy. The possibility for third parties to inspect files is not
intended to satisfy curiosity, but rather to ensure fundamental transparency and controllability of governmental action.
e) Anyone Requesting a Decision on Behalf of the People
Must Live With the Risk of Identification
Recital 156, s. 3 GDPR places the examination of whether anonymization of data subjects is possible without impairing
the purpose of the processing before the processing within
the meaning of Art. 89 GDPR:
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The further processing of personal data for archiving
purposes in the public interest, scientific or historical research purposes or statistical purposes is to be carried out
when the controller has assessed the feasibility to fulfil
those purposes by processing data which do not permit
or no longer permit the identification of data subjects,
provided that appropriate safeguards exist (such as, for
instance, pseudonymization of the data).
In the case at hand, the requirement seems absurd, considering that the anonymization of judgments requires the blackening of the file number would result in its non-retrievability
and non-referenceability. Particularly since, on the basis of
the file number of a court decision alone, no one can initially
identify the persons concerned, there should be no interest
in this either. The examination of identifiability by means of
rights and possibilities of third parties can hardly be the subject of the examination of the processor of file numbers.
With reference to the special importance of the controllability of state action in a state or association of states organized
under the rule of law, there is a good reason that is has to be
accepted by the person concerned as a general (life) risk that
he can be identified, just like any other person affected by a
judgement on behalf of the people.
5. Sharing of Knowledge Is Not Only Essential in Jurisprudence
Sharing and making available old and new knowledge is essential for the continuity and progress of jurisprudence. With
reference to the rule of law, it is also of public interest. No
one would seriously consider removing court decisions and
file numbers from legal scientific databases and the Internet,
or even worse, from legal documentation as a whole. White
spots in jurisprudential literature mean a serious impairment
of legal and thus human knowledge, just like the removal of
parts of files, for example due to lapse or requests for destruction, impairs the preventive and subsequent security function of the file.
This insight should be transferable to all “organically” growing knowledge71 databases, including a distributed file in the
sense of distributed ledger technology, which includes blockchain technology. What knowledge is shared and seamlessly developed in it cannot be of concern unless it is part of
prohibited or prohibitive conduct. The purpose of the technology-neutral GDPR is not to make knowledge sharing im-

69 The so-called census judgement, BVerfGE 65, 1.
70 BVerwG, decision of 16 March 1988, Ref. 1 B 153/87, No 11: NVwZ 1988, 621-622, https://www.jurion.de/urteile/bverwg/1988-03-16/bverwg-1-b-15387/ (last accessed on 10 September
2018).
71 In depth: “Lawyers are only peers”, Annex to this article, Otto, Ri-nova 2018, 58.
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possible or to seriously impair it, cf. Art. 17 para. 3 lit. d GDPR.
Also the free movement of personal data within the Union
may not be restricted or prohibited for reasons of the protection of individuals with regard to the processing of personal
data, cf. Art. 1 para. 3 GDPR, insofar as it does not cover special categories of personal data such as genetic or biometric
data of a natural person (see Art. 9 para. 1 GDPR). In addition,
recital 159 s. 2 GDPR suggests a broad interpretation of the
processing of personal data for scientific research purposes: Processing for, for example, technological development
and demonstration, basic research, applied research and privately funded research should be included. This openness of
the legislator in favor of the free movement of personal data
shown by Art. 1 para. 3 GDPR should also apply to research
against the background of (additional) economic interests.
This does not mean that the currently known blockchain
technology variants and applications are in line with the
GDPR because they enjoy the privilege of scientific research
due to their experimental nature. It had to be pointed out
that there are parallels which justify a more need and technologically open assessment. The extent to which the interests involved in current developments can outweigh the
protection of natural persons with regard to the processing
of their personal data and who is responsible for them will be
discussed in greater detail below.
III. Controller and Processors in the Blockchain Network
1. Controller in the Sense of the GDPR
The question of who is responsible in a blockchain-based
peer-to-peer network cannot be determined universally due
to the wide range of implementation options. In particular,
the concrete relationship between the peers and non-peers,
who may nevertheless participate in the network, must always be clarified beforehand.
The Art. 29 Data Protection Working Group has clarified that
the concept of the controller is primarily intended to determine who is responsible for compliance with the GDPR and
other data protection provisions and by whom the rights
of the data subjects are to be ensured.72 According to Art. 4
No. 7 GDPR
‘controller’ means the natural or legal person, public authority, agency or other body which, alone or jointly with
others, determines the purposes and means of the pro-

cessing of personal data; where the purposes and means
of such processing are determined by Union or Member
State law, the controller or the specific criteria for its nomination may be provided for by Union or Member State
law.
a) Purpose of Data Processing (in Accordance With Art. 5
Para. 1 Lit. b GDPR)
The specified, explicit and legitimate purpose of the data
processing can, with reference to above, simply be the sharing and updating of knowledge. This can be academic (research) knowledge or, as with Bitcoin, knowledge about the
distribution and use of the limited bitcoins available.73 This
knowledge includes pseudonymized personal data of the
network participants, here in the combination of addresses
and associated transactions.74 Its purpose is to be understood
in terms of the free movement of data and must be worthy
of protection, cf. Art. 1 para. 3 GDPR, because it serves the full
joint control and the resulting protection against the misuse
of individuals. This is comparable with the above-mentioned
transparency and controllability of all processes in a state under the rule of law: there are no secrets in principle. Abuse
can no longer take place in secret; its visibility as a result of
the knowledge of all has a deterrent effect.
Depending on the individual case, further purposes may be
added. In the case of Ethereum, for example, the network’s
main focus is on sharing in the sense of bundling computing power in order to create a “super-computer75.” The shared
knowledge about the processes in the network may be of
rather secondary importance in determining responsibility.
b) Means of Data Processing
The decision on the means of data processing is then based
on the way in which the purpose of the data processing is
implemented. The legal definition of Art. 4 no. 7 GDPR thus
follows from the definition of Art. 2 lit. d Data Protection Directive and describes the de facto power of decision over the
data.76
The power to decide on the data means the decision on their
recording, processing of any kind up to their deletion. Overall, this means deciding on the creation, existence, continuation and further development of the data collection. This
necessarily also includes the decision on the database technology used, such as blockchain technology.

72 Selzer in Jandt/Steidle, Datenschutz im Internet, B.I.32.
73 See also Otto, Ri-nova 2018, 14.
74 See above, C.I.3. (and 4.).
75 Lediglich beispielhaft Ackza, „How many of you actually know that Ethereum is one big super computer using distributed computing? You buy processing power with ETH zo render
CGI movies for example”, https://steemit.com/blockchain/@ackza/how-many-of-you-actually-know-that-ethereum-is-one-big-super-computer-using-distributed-computing-youbuy-processing-power-with (last accessed 27 September 2018).
76 See Aßmus in Jandt/Steidle, Datenschutz im Internet, B.III.214.

01.11.2018

Ri-nova 01/2018

Recht innovativ worldwide

48

Otto: Where You Know More, You Suspect Less.

Ri - Recht innovativ

“In this case, the peers of the entire network remain controllers because they provide the infrastructure, above all computing power and storage
space, that the smart contract requires for its operation.”

2. The Controller Named “Peer” or Full (Archive) Node
All peers, i.e. all Full (Archive) Nodes, who participate in the
network through transactions as well as storage of a complete
copy of the entire blockchain database on their computers
and its regular synchronization, decide on these questions.
They can accept or reject blocks and thus synchronizations.
They can decide whether or not to apply changes and software updates to the database as a whole. They can always decide whether they want to remain part of the network or not.
Due to the numerous distribution of complete blockchain
duplicates, the network does not depend on their decision,
so it would have to have a say in this decision. The fact that
they cannot reject individual transactions for (block) structural reasons cannot be of significance.
This should not constitute a joint controllership within the
meaning of Art. 26 GDPR, since the obligations arising from
the control of each peer are basically identical without further specification. The data processing procedure is not carried out in mutual complementarity or division of work, but
completely and (in principle) identically by each peer itself.
According to this view, there is in principle a coexistence of
(identical) responsibilities according to Art. 24 GDPR. This
co-responsibility can be defined in advance, for example in
the network’s documentation and in more detailed (contractual) texts.
The so-called Light Nodes, i.e. the users (computers) participating in the network but who only store the miniature
consisting of block headers,77 are not controllers. They have
reasons why they chose to not be a Full (Archive) Node and
therefore peer.78 Rather, they are simple users of a service offer, whereby the type of user contract remains to be determined in the individual case. Their consideration for the use
of the services offered by the peers would simply be the provision of data, which in turn would serve the testing, stability
and research purposes of the network.79

A distinction between public and private blockchain does not
change this basic classification. The only decisive factor is
who stores, updates and synchronizes the complete blockchain database. If a private blockchain network is centralized
that there is only a very small number of “trusted” Full (Archive) Nodes that manage a complete database copy as described, they are controllers. However, there may be reason
to consider a joint controllership with the third party determining the admission of users in order to ensure the fulfilment of a specific task or purpose and the means required for
this purpose.
3. The Controller Named Smart Contract Creator
The situation is different with a smart contract creator in a
peer-to-peer network such as Ethereum, which supplements
the holistic data processing described above with the purpose of creating a super-computer and sharing knowledge,
among other things to deter misuse, with an individually determined purpose and an independent data processing procedure to implement this purpose. Both are determined by
his individual programming of the smart contract.80
In this case, the peers of the entire network remain controllers because they provide the infrastructure, above all computing power and storage space, that the smart contract requires for its operation. Whether the smart contract, however,
processes data in the manner determined by the creator of
the smart contract lies solely in his responsibility.
4. Are Peers Also Processors in the Case of Smart Contracts?
It is difficult to see an additional processor role of the peers in
this constellation involving a smart contract creator. According to the legal definition of Art. 4 no. 8 GDPR, the
‘processor’ means a natural or legal person, public authority, agency or other body which processes personal
data on behalf of the controller.

77 See above under B.III.2 b) and Otto, Ri 2018, 16 (29, 30, Fn 92).
78 The most important reason would be that of expensive special computers.
79 See above under B.III.2.b)
80 Deepening Otto, Ri 2017, 24 ff., 86 (87).
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Due to the predominant pseudonymity and the automated processes, the conventional lawyer finds an assignment
rather unrealistic at first glance.
However, the idea of the peers’ (additional) processor role is
supported by the fact that the creator (in principle) no longer
has any control over the smart contract once it has entered
the blockchain database. The basic structure of the database
described above81 shows that subsequent changes are (in
principle) no longer possible. If errors are discovered, they
must be taken into account during a new creation. Thus, the
smart contract creator grants the decision about the smart
contract’s continued existence to the peers. He was only the
decision maker in the creation process. He won’t decide anything else.
One can ask the test question: Does the creator of the smart
contract have characteristic rights of instruction and control
(see Article 29 GDPR) over the peers? No, because in the case
of using the “super-computer” Ethereum, the smart contract
creator is more likely to be a user of the service provided by
the peers. The requirement to pay a transaction fee in order
to make the first creation step, whether voluntarily in favor
of faster processing in the network or mandatory, i.e. to protect against infinitely running smart contracts, 82 also speaks
against the smart contract operator’s higher role compared
to peers.
If one ignores the user role and looks only at the functions
and processes defined in advance exclusively by the creator
in the smart contract, which can (in principle) no longer be
changed, this is control. It just got exercised in advance. Also
in the function mode, which the creator has given, can lie the
anticipated instruction regarding the function, which is only
executed by the peers.
Ultimately, this question is likely to be of a purely academic
nature. The obligations of the processor shall be derived from
those of the controller. The question of an additional processing role of the peers only arises if the creator himself is
not a peer. If he is a peer himself and executes his smart contract with all other smart contracts in the blockchain network
on his computer, he is a controller per se, with identical obligations. Last but not least, the creator of a smart contract has
permanently set his control by determining the function and

mode of operation of the smart contract and released it into
the blockchain database. He remains in charge, next to or together with the peers. They are always controllers, because
all data processing in the blockchain database takes place on
their computers. There is no reason why they should lose
their controlling role (in part) due to additional control regarding a tiny part of the whole database.
IV. How the Data is Processed in the Blockchain
An essential feature of data processing in a blockchain database is the strict sequence of database changes called transactions, grouped together in clusters (“blocks”), chronologically, one after the other (“append-only”).83 The blocks group
together a limited amount of transactions that coincide over
a certain period of time.84 However, not more than one transaction involving the same sender address can be carried out
in this process, otherwise a so-called double-spending85
would be possible.
Since the basic idea86 of the blockchain technology is to not
remove but only append data, outdated, unused and wrong
data is not removed (in due time) as usual and economical.
So the “ tail” of old data becomes longer and longer. This leads
to considerably large amounts of data to be produced in a
relatively short time, which can only be handled by particularly powerful or big data computers.87 A blockchain-based
Internet of Things, especially consisting of small and battery-powered devices, is therefore rather unlikely.
At this point it can already be seen that the technology, which
is not a subject of long-term experience,88 is rather unsuitable for large, data-rich long-term projects. The developers
and node operators must find a solution for this. At some
point in time the database has to be reduced, and the reduction will have to start with old data. How and whether this
is implemented is solely a joint decision of the peers. They
are the ones who decide on the creation, existence and continuation of the blockchain database. This adjustment can
be very time-consuming. It is therefore simpler if only one
decides: This means that only the database structure, but
not the common database administration, is implemented.
However, a blockchain database would not be needed in this
case.

81 See above, B.III.1.
82 In detail Otto, Ri 2017, 5 (12).
83 See above, B.III.1.
84 Otto, Ri 2017, 86 (87).
85 On the double spending problem, Otto in Ri 2017, 5 (9).
86 Nakamoto, “Bitcoin - a Peer-to-Peer Electronic Cash System” (October 2008), https://bitcoin.org/bitcoin.pdf (last accessed on 26 September 2018).
87 Otto, Ri 2018, 16 (27); StopAndDecrypt, “The Ethereum-blockchain size has exceeded 1TB, and yes, it’s an issue”, May 23, 2018, https://hackernoon.com/the-ethereum-blockchainsize-has-exceeded-1tb-and-yes-its-an-issue-2b650b5f4f62) - for a more detailed explanation of the number, see his comment of 29 May 2018 in response to Andy William’s question,
(last retrieved on 26 September 2018).
88 Otto, Ri 2017, 3, 5 (12), 46 (49).
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The peers jointly decide the fate of the entire database, therefore it is possible that the peers can also decide to change
certain legacy data or transactions of the past. The so-called
immutability of the blockchain does not mean more than that
a majority is required in order to be able to make exceptional
subsequent changes.89 If all peers agree90 that the erasure of
a certain transaction of the past shall be synchronously processed by exchanging the involved block, for example due to
a court decision in favor of a party requesting erasure pursuant to Art. 17 GDPR, then the final result is the same in all copies. And that’s all that matters in a peer-to-peer network like
the blockchain: All have identical, up-to-date knowledge. A
majority would be sufficient, too, but would very likely lead to
a network split, a so-called hard fork.

•

Information on the identity of the controller,

•

Information on the purpose of the processing for
which consent is required,

•

Information about which data (types) are collected
and used,

•

Information on the right of withdrawal of consent,

•

Information on the use of the data for automated
decisions, including profiling (cf. Art. 22 para. 2 lit.
c GDPR)

•

Information on the potential risks of data transfers
to a third country or an international organization in
the absence of a decision on adequacy and appropriate safeguards.91

V. Legal Basis of Data Processing
For data processing to be lawful within the meaning of the
GDPR, at least one requirement of Art. 6 para. 1 GDPR must be
fulfilled. The main difficulty in a network like that of a pseudonym distributed blockchain database is, of course, that users do not know with whom they share their data. According
to the basic idea, it is not intended that users, either peers
or network-active non-peers, should identify themselves by
name. Public key cryptography allows authentication without identification. As already explained above, the identification of the persons involved is not the interest of the network,
but free flow is.
1. Consent (Art. 6 Para. 1 Lit. a GDPR)
According to Art. 4 No. 11 GDPR,
‘consent’ of the data subject means any freely given, specific, informed and unambiguous indication of the data
subject’s wishes by which he or she, by a statement or by
a clear affirmative action, signifies agreement to the processing of personal data relating to him or her.
In order for consent to be given in an informed manner, the
data subject must be informed so that he or she can take an
informed decision. The Article 29 Data Protection Working
Group designates the following information as a minimum
required in order to obtain valid consent:
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Consent does not have to be given in writing or orally, it can
also be implied by conclusive action. Sentence 1 of recital 32
GDPR only names the written and oral consent as examples
(“for instance in form”). However, consent should be given by
a clear and confirmatory act stating voluntarily, in the specific case, in an informed and unambiguous manner, that the
data subject consents to the processing of his personal data.
Such a clear, confirming action can basically be seen in the
self-actively triggered download of the necessary software for
network participation, especially the download of the entire
blockchain database. In the latter case, special hardware must
be available that meets the technical requirements for peer
computers.92 Here already the procurement action speaks for
an active implied declaration of consent when downloading
the entire blockchain.
With reference to smart contracts, an implied consent of the
user can only be considered in the case of an interaction if
the triggered data processing requires a noticeable triggering
action. Moreover, due to the manifold design possibilities,
especially in the case of interaction of a third and thus uninvolved party with the smart contract, a case-by-case assessment is necessary.
Irrespective of the question whether consent in a particular
case is the more appropriate legal basis for data processing,
its minimum requirements will be briefly addressed:

89 On so-called immutability, Otto, Ri 2017,5 (8), 86 (94), Ri 2018, 16 (33).
90 This agreement would become part of the protocol; on the protocol, see Otto, Ri 2017, 86 (87).
91 Art. 29 Data Protection Working Group, WP 259, 13 f.
92 Otto, Ri 2018, 16 (27, 34); StopAndDecrypt, “The Ethereum blockchain size has exceeded 1TB, and yes, it’s an issue”, 23 May 2018, https://hackernoon.com/the-ethereum-blockchainsize-has-exceeded-1tb-and-yes-its-an-issue-2b650b5f4f62) - for a more detailed explanation of the number, see his comment of 29 May 2018 in response to Andy William’s question
(last retrieved on 26 September 2018). In comparison, the Bitcoin blockchain currently holds over 170 GB, https://www.statista.com/statistics/647523/worldwide-bitcoin-blockchain-size/
(last accessed 26 September 2018).
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a) The Information on the Controller’s Identity
aa) The Peers in Control
The GDPR’s requirement to name the identity of the controller is easy to understand in classical constellations in which
primarily one (legal) person acquires decision-making power over personal data of the identified or identifiable persons.
It has to be possible to address legal claims to the correct
addressee. Those who have decision-making power should
not be able to hide from their responsibility. Lack of control
usually paves the way for abuse.
In a blockchain network, which follows the example of Bitcoin and Ethereum, the identities of the Full (Archive) Nodes
and thus of the controllers are basically unknown, but control
is distributed and exercised jointly. The network has no interest in identification, but in authentication of the participants
in favor of uninterrupted circulation.93 The lack of identification requirement applies to all users of the database, including those who only operate Light Nodes, having reasons why
they do not want to be controllers themselves (“equal rights
for all”). This general possibility of remaining undetected is
welcomed by the users.94 Individual identification efforts,
such as tracking and linking addresses and transactions to
a natural person, do not require participation in the network
itself: In the aforementioned cases, the blockchain database
is public and can therefore be viewed by anyone. Users know
this (in principle).
In reference to the growing number of blockchain users, it
cannot be in the sense of the user need-oriented and technology-neutral GDPR95 to consider a network technology to
be illegal and thus not lawful because the GDPR requires the
identity of the controller. According to recital 64 of the GDPR,
the controller should use all reasonable means to verify the
identity of a data subject seeking information, in particular
in the context of online services and in the case of online
identifiers. Identification within the framework of the GDPR
therefore goes in both directions: Identification is required
both from the controller and from the data subject (“equal duties for all”). However, in a blockchain-based network nobody
has to identify himself, only authenticate his transactions.
The fact that everyone is subject to the risk of identification as
a result of publicity, in particular of the combinable addresses
and transactions, is a general, known and accepted downside risk that comes with the chance of joint control.

What does this mean for a network technology like blockchain? The lawfulness of data processing should not be
made dependent on the identification of controllers when a
technology does not require identification of any of its users.
The user can make an informed decision for or against a certain form of data processing (with Full or Light Node) even if
he knows that the controllers are not identifiable for structural and administrative reasons – just like he does not have to
identify himself. The user decides in principle which data he
makes visible in his transactions and which can be assigned
to him, not the peers (unless the user is a peer himself).
A consent thus can be valid without knowing the controllers’
identities.
bb) The Smart Contract Creator in Control
With regard to the smart contract creator, a rule of thumb is
not easy to find, since data processing can serve very different purposes due to the wide variety of individualization options, over which the peers, who provide the infrastructure to
operate the smart contract, have no influence.96 The answer
to the question whether the identity of the smart contract
creator must be disclosed, contrary to what has been stated
above, follows from the circumstances of the individual case.
Many smart contracts will come into contact with non-network participants through their connection to the real world
(e.g. within the framework of IoT applications). Here, the
“equal rights for all” principle of the network must no longer
apply, but the “equal duties for all” principle of the GDPR. This
means that a smart contract creator must identify himself as
the controller.
Valid consent, especially by non-network participants, can
therefore only be considered if the smart contract creator –
as one of many requirements – has disclosed his identity.
b) The Information on the Purpose of the Processing Given
by...
aa) The Peers in Control
The primary purpose of a blockchain-based network is to
share knowledge: Control and protection against abuse is
exercised jointly by the peers, not by a central processing or
management body. Other purposes may be added, such as,
in the case of Ethereum, the joint operation of a “super-com-

93 See above, B.III.3. (e).
94 This statement is based on personal conversations.
95 See above, B.II.2.
96 See above, C.III.4.
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puter” by bundling computing power.97 The priorization of
another purpose is determined by the respective network
and associated protocol98.
The individual purposes of individual transactions or smart
contracts may vary and even be of an illegal nature. However, they do not determine or influence the purpose of the
processing by the controlling peers: Those controllers have
no influence whatsoever on what data and content the users share with the network, directly or indirectly within the
framework of a smart contract. They also do not distinguish
between the types of data that are the subject of transactions,
but process all data as long as the transactions meet the systemic requirements. A content check of the transactions or
smart contracts does not take place.99 Finally, incorrect information can also serve a certain purpose. The sole purpose of
the peer is to maintain a version of the database identical to
the copies of the other peers so that knowledge can be shared
for the purpose of joint control and protection against misuse. This information cannot and must not be given by every
single controller, it is sufficient to state it in the documentation of the respective network.
Consent can be valid under these conditions.
bb) The Smart Contract Creator in Control
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it is easy to specify the data required to execute a transaction
and can be done in the network documentation.
The controlling peers have, just like they have no interest in
the identity of the transaction participants, no interest in the
contents of the transactions since they have no influence on
them. In particular, they are not interested in the transactions’
metadata and thus not in the type of data that users write into
the blockchain, as long as and to the extent that the systemic
requirements are fulfilled. The users decide which data they
want to include in their transactions and thus which data
they want to share.
So consent can be valid if appropriate information in the network’s documentation is given.
bb) The Smart Contract Creator in Control
In the case of smart contracts, the creator can very well determine which data is entered, collected and shared with the
network by the users who may also be outside the network.
Here, too, on the threshold to the real world, there is a disclosure obligation of the creator in accordance with the requirements of the GDPR.
Valid consent is therefore again a question of the individual
case.

This determination must be distinguished from the question
of whether a specific purpose must be stated with regard to
a specific smart contract100. A smart contract is a computer
program101, not operated on just one but a group of computers, that can have various processing purposes, alone or in
cooperation with other smart contracts. Those are exclusively determined by the creator and must therefore be communicated by the creator in a suitable way on a case-by-case
basis.
Valid consent in this respect is a question of the individual
case.

d) Information on the Right of Withdrawal of Consent
(Art. 7 Para. 3 GDPR)
aa) No Flight From the Right of Withdrawal
Both the peers and the smart contract creators must, in the
case of legal consent, clarify the right to withdraw the consent. In the context of blockchain technology, the right of
withdrawal comes with a number of problems which, however, appear to be solvable:
bb) Information on the Right of Withdrawal

c) The Information on What (Type of) Data Will Be Collected
by...
aa) The Peers in Control
If, just like in Bitcoin, sharing certain information is the main
purpose in order to enable joint control and prohibition of
misuse, for example through creating bitcoins out of thin air,

For organizational reasons, the controlling peers cannot clarify the right of withdrawal individually, and such a dysfunctional approach would also be diametrically related to the decentralized, efficiency-oriented network character with the
aim of growth for the purpose of risk diversification.102 Because of the basically identical data processing and the lack
of need for identification, the (easily detectable) clarification

97 See above, C.III.1 (a).
98 Otto, Ri 2017, 24 (26).
99 Otto, Ri 2018, 16 (19, 22, 24 f.), Ri 2017, 5 (14, 16).
100 See above, C.III.3.
101 Otto, Ri 2017 86 (87).
102 Cf. Otto, Ri 2018, 16 (34): Only with sufficiently many copies the always possible loss of full (archive) nodes, whether for willful or technical reasons, has no effect on the database’s
continuance.
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“While the implied consent is documented in the
blockchain database at the latest with the first address created and has reached all peers at the end
of the synchronization process, there is no such
manifest declaration of withdrawal.”

of the right of withdrawal in the network documentation
must suffice with reference to the technology neutrality and
user need orientation of the GDPR. Reference to the documentation can be made, for example, before the consenting
activation of the download or transmission button (if necessary with a read confirmation requirement).
The fact that the peers do not (or cannot) appear personally in
order to clarify the right of withdrawal, must also be irrelevant
against the background of technology neutrality and user
need orientation of the GDPR. Identity independence is necessary with reference to the constant addition and removal
of Full (Archive) Nodes, i.e. peers. New peers would have to
subsequently clarify the right of withdrawal and therefore
would have to identify the users at their expense – otherwise they would not be able to fulfil their duty of clarification.
This cannot be in the interest of users who do not want to
be identified. The clarification about the right of withdrawal
by means of a kind of (open) representation, e.g. by a development group or foundation103, which makes it clear that it
acts for others, would be a possibility and does not require
the naming of the peers. The only thing that must be clear is
that the declaration does not bind them themselves, but the
peers.104
The smart contract creator must clarify the right of withdrawal on a case-by-case basis within the framework of real-world communication channels.

and thus reflects the implied consent, the withdrawal can be
assumed.
The problem, however, is the question of the controlling
peer’s access to the declaration of withdrawal: it is a declaration of intent that needs to be received, mirroring the declaration of consent. While the implied consent is documented
in the blockchain database at the latest with the first address
created and has reached all peers at the end of the synchronization process, there is no such manifest declaration of
withdrawal. The addresses cannot be deleted in principle.
However, the withdrawing party can carry out transactions
in connection with all its addresses at which – at least in the
timestamped metadata – it becomes clear that this address
will be decommissioned and will only continue to exist as a
“ghost address”. With every successful “ghosting” transaction,
i.e. its “immortalization” in a new block, chained and synchronized by the peers, they also received the declaration of
withdrawal.
Since, in the case of a smart contract, the fact of consent can
even include the written form due to very individual connections to the real world, withdrawal is a question of the individual situation created by the smart contract creator.
dd) And After the Withdrawal?

cc) The Exercise of the Right of Withdrawal and the Receipt
of the Declaration of Withdrawal

If the declaration of withdrawal has been received by the
peers through synchronization, any processing of the personal data of the data subject must be terminated immediately.105

The right of withdrawal can probably already be exercised
by the final cessation of any transaction activity. Leaving the
network does not appear to be necessary because it does not
result in any visible change to the database. However, if all
participation software is finally removed from the computer

The previous data processing remains lawful, cf. Art. 7 para. 3
s. 2 GDPR. However, any subsequent synchronization process that necessarily involves updating the entire blockchain
database and thus the processing of the legacy data affected
by a withdrawal is problematic. According to Art. 4 para. 2

103 Ethereum is a foundation under Swiss law.
104 Cf. German Federal Supreme Court, JurionRS 1987, 13434 (BGH, 17.12.1987, VII ZR 299/86): “According to § 164 para. 1 sentence 2 BGB, a declaration of intent made by a representative
within the scope of his power of representation is also effective for and against the represented party if the representative does not expressly make it in his name, but the circumstances show
that it is to be made in the name of the represented party. As an interpretation rule, the rule does not only answer the question of whether the representative acted on behalf of another. Rather, it
is also decisive if it is uncertain in which name the representative concludes a contract (see BGHZ 62, 216, 220/221.; 64, 11, 15; BGH NJW 1983, 1844; 1984, 1347, 1348; judgment of 17 November 1975 - II ZR 120/74 = WM 1976, 15, 16 = BB 1976, 154; resolution of 28 February 1985 - III ZR 183/83 = WM 1985, 751). In such a case, the declaration of intent of the representative shall also
be interpreted in accordance with §§ 133, 157 BGB taking into account all circumstances. It is therefore of importance how the declaration in good faith is presented to an objective observer in
the position of the opponent of the declaration with regard to the custom of the trade. The entire circumstances of the individual case must be taken into account, in particular the living conditions on which the legal relationship is based, the interests involved, the business area to which the object of the declaration belongs and the typical forms of behavior (BGH WM 1976, 15, 16).”
105 Karsten in Jandt/Steidl, B.249.
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GDPR, the concept of processing includes in particular collection, recording, organization, arrangement, storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or any other form of making
available, comparison or association, restriction, erasure or
destruction.
Apart from the fact that erasure as a form of data processing would also be inadmissible after receipt of the declaration of withdrawal, which cannot be meant with regard to
Art. 17 para. 1 lit. b GDPR and the possible conflicting reasons
for necessary further processing according to Art. 17 para. 3
GDPR, the GDPR as a whole, as a technology-neutral and
user need-oriented set of rules, must also be considered here:
In general,106 the blockchain database can only be updated as
a whole; even if only new data blocks are appended, it is necessary to preserve the old database with each extension. A
separation of old and new means the end for the theoretically
infinite chaining technology. In addition, transactions take
place predominantly between at least two network participants. The other party, in contrast to the withdrawing party,
mwy have an interest in holding an unchanged documentation of its transactions. If the withdrawing party were also to
demand deletion, its right to erasure would have to give way
to the information interest of all transaction counterparties
after weighing the right to information against the right to
erasure (Art. 17 para. 3 lit. a GDPR). The personal interest in
a complete transaction history may be underpinned by legal documentation obligations (Art. 17 para. 3 lit. b GDPR),
of which third parties may not dispose of. Ultimately, no
one may evade legal claims by destroying their factual basis
(Art. 17 para. 3 lit. e GDPR).
The further processing of old data by means of the synchronization process must therefore be permissible after a
withdrawal of consent due to its necessity. From the beginning, the consent did not only include the right of co-administration of the blockchain data, but also their historical
interweaving and chronological chaining with own personal
data for the purpose of joint control and exclusion of abuse. It
could be argued that the former peer, who demands erasure,
shows contradictory conduct against good faith (Art. 5 para.
1 lit. a GDPR).
e) Information on the Use of Data for Automated Decisions
The regular “block tying” and synchronization process in
the blockchain network can be regarded as automated processing within the meaning of Art. 22 GDPR if, under certain
circumstances, in particular in the case of a fully automatic
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smart contract, personal data are processed which may have
legal effect on a data subject who did not knowingly and intentionally initiate the processing process himself through a
transaction, or which may in a similar way significantly impair him.
A smart contract is not a contract; however, it may have
contractual relevance.107 If, for example, contractual (service)
obligations are to be partially or completely automated using smart contracts, the parties do assign legal effect to the
respective automated data processing process within the
scope of contractual freedom. If something goes wrong as a
result of incorrect programming, the smart contract can significantly affect the person concerned. Since a smart contract
in principle cannot be changed after it has been uploaded to
the blockchain,108 and cannot be stopped if no stop and protection mechanisms have been implemented, there is a very
special need for information. Valid consent is not possible
without knowledge of the risks arising from the fundamental
unchangeability of a smart contract.
An implied consent is unthinkable here, accordingly Art. 22
para. 2 lit. c GDPR speaks of an explicit consent.
f) Information on the Possible Risks in Case of Data Transfers to a Third Country (Art. 44 Et Seq. GDPR)
To blockchain-based networks – like Bitcoin and Ethereum –
there are no country or geographical borders. Since all data of
the blockchain are “transferred” to a third country as soon as
a Full (Archive) Node downloads or synchronizes the blockchain for the first time there, an explicit consent pursuant to
Art. 49 para. 1 lit. a GDPR would have to be obtained from all
data subjects prior to each such transfer.
This is practically impossible because the download cannot
reasonably be subject to a condition that cannot be met by
the download requestor himself, but only by countless and
unidentified network participants and smart contract users.
In addition, such a requirement would be contrary to the objective of network growth in favor of more computing power
and risk diversification with regard to the removal of old Full
(Archive) Nodes.
Consideration should be given to whether, in view of this
growth objective, which actually secures the existence and
data of the users, the GDPR should be interpreted in terms
of its meaning and purpose as well as the will of the legislator. The peers and other users are basically aware of the
worldwide networking. An unwanted “protection” that actually thwarts them would contradict the technology-neutral

106 E.g. the conceivable possibility of splitting off old blocks with no longer needed old data.
107 Otto, Ri 2017, 86 (88 ff.).
108 Otto, Ri 2017, 86 (87).
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and user-need-oriented GDPR. The (public) blockchain databases are also publicly accessible; for everyone, from any
place on earth where the Internet is available. Why would the
fact have to be decisive on which computer the known data
are additionally copied on? In principle, no one can (unintendedly) change it without the majority of peers or computing power. If a change other than by transaction is to
be made, the network would have to be compromised or it
would have to make the change together.
Under these circumstances, storing a blockchain copy on a
computer in a third country cannot be regarded as inadmissible, because the level of protection (cf. Art. 44 s. 2 GDPR)
would remain unchanged.

questionable whether consent could be given voluntarily at
all if the user were aware of the risks of the smart contract. An
explanation of the risks has not yet been seen here in connection with advertised smart contracts.
2. The Necessity to Fulfil a (Pre)contractual Obligation (Art. 6
Para. 1 Lit. b GDPR)
The processing of personal data is also lawful pursuant to
Art. 6 para. 1 lit. b GDPR if the processing is necessary for the
performance of a contract to which the data subject is a party
or for the implementation of pre-contractual measures taken
at the request of the data subject.
a) Peer-to-Peer

g) Consent and Prohibition of Tying
Consent must be voluntary. If it is granted only because a desired goal cannot be achieved otherwise, this constitutes a
violation of the so-called prohibition of tying. As a result, the
given consent would not be valid.
With regard to “free” service offers which users “pay” for with
their consent to the use of their personal data for advertising
purposes, there should no longer be any room or necessity
for consent if it is clearly stated at the conclusion of the contract that the provision of data is an agreed consideration by
the user.109
As explained above, the blockchain network is based on give
and take.110 The participation and required software are free
of charge, but computing power and storage space are to be
provided.111 Transaction fees are used, among other things, to
compensate for the computing services used.112 Anyone who
cannot provide computing power and storage space is primarily providing data.113 In many respects, it could therefore
be argued that consent in a blockchain-based peer-to-peer
network is not necessary if this is made clear before usage.
In the case of smart contracts, this (more or less) balanced
reciprocity relationship does not exist. Here the interest of the
creator is opposed to that of the potential user. Due to the
considerable risks of a smart contract,114 which not even programmers can completely overlook,115 it is unthinkable that
the data given will ever be in a balanced relationship to the
“performance” of a smart contract. As discussed above, it is

In principle, this legal basis for the processing of personal data is not to be found in the peer-to-peer relationship.
Although there is a legal relationship between the Full (Archive) Node operators, which can be argued based on the respective peer characteristic in connection with the common
data management and network specifics, the peers do not
process data for each other, but independently of and next
to each other. Without further ado, this legal relationship is
therefore not based on a contract or (concrete) pre-contractual measures in the sense of the provision.
b) Transactions Between Network Participants for the Purpose of Transferring Virtual Currencies
Transactions between network participants, including nonpeers, can and will regularly serve to fulfil a contractual obligation, especially in the case of payments in a virtual currency. The principle of contractual freedom allows to agree on a
payment made in a virtual currency instead of cash, so that
it leads to the extinction of the contractual payment claim.116
However, the peers are not involved in this contractual relationship: they only provide the transaction infrastructure
used by the parties.
So-called crypto exchanges must be treated differently
though. If the contracting parties make use of a crypto exchange in order to fulfil their contractual obligations, their
interaction (in principle) no longer takes place in the blockchain network. It is conceivable that the crypto exchange
will carry out the transaction for the service obligor vis-à-vis

109 https://www.lda.bayern.de/media/baylda_ds-gvo_12_advertising.pdf (last downloaded on 17 September 2018).
110 See above, B.III.2 (b).
111 See Otto, Ri 2018, 16 (33, 34).
112 See Otto, Ri 2018, 16 (33).
113 See above for the light nodes, B.III.2 b), C.III.2.
114 Otto, Ri 2017, 86 (87).
115 Otto, Ri 2017, 86 (87); https://www.kingoftheether.com/contract-safety-checklist.html (last retrieved on 27 September 2018).
116 See BaFin, Virtual Currencies/Virtual Currency (VC), https://www.bafin.de/DE/Aufsicht/FinTech/VirtualCurrency/virtual_currency_node.html; “Bitcoins: Aufsichtliche Bewertung und
Risiken für Nutzer”, 19 December 2013, https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2014/fa_bj_1401_bitcoins.html (last accessed on 23 September 2018).
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the service recipient in the blockchain network from its own
address. In this case, data protection issues must have been
clarified beforehand and both between the contracting parties and between the transaction instructing party and the
executing exchange.
c) Transactions Within the Framework of Smart Contracts
As stated several times, smart contracts are not contracts or
contract-like objects. These computer programs can, however, be used within the framework of a classical contract
of any form. This means above all that certain functions of
a smart contract can serve to fulfil a (pre-)contractual obligation. Whether the data processing in a smart contract is
“necessary” in this specific context is not determined by the
GDPR, which expressly refers to itself as technology-neutral,
nor by the will of the Member States, but by the unanimous
will of the parties. The legal limits of the parties’ consent only
come into effect where the contract violates legal prohibitions, immorality and good faith.
3. The Necessity to Fulfil a Legal Obligation (Art. 6 Para. 1
Lit. c GDPR)
In this context, too, it must be noted that the question whether data processing is ‘necessary’ in a blockchain or in a smart
contract is not assessed in accordance with the technology-neutral GDPR. The only thing that matters is whether the
data processing is necessary to fulfil a legal obligation, not
whether another technology could do it better. Legal limits
can be found in any legal commandments and prohibitions,
immorality and the principle of good faith.
4. The Necessity to Protect Vital Interests/Performance of
Tasks in the Public Interest (Art. 6 Para 1 Lit. d & e GDPR)
Even if it is currently unthinkable due to the state of development and the uncertain future of blockchain technology,
data processing may be necessary for the purpose of protecting the vital interests of network participants in the case
of a decentralized, self-contained hazard reporting system
unaffected by external sources of interference. At its core,
a blockchain network is (only) a communication network,
a messaging system,117 which can serve not only individual
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economic interests, but also pure information and protection
interests, such as disaster control and lifesaving. Again, it is
not the technology that matters, but the reason why its use
is necessary.
5. The Necessity to Safeguard Legitimate Interests (Art. 6
Para. 1 Lit. f GDPR)
As can be seen from the above remarks, this catch-all circumstance is not relevant in a blockchain-based peer-topeer network as long as and to the extent that personal data
of non-network participants does not get into the shared database.
With regard to file numbers and comparable reference data
that refer to a data collection about network non-participants
outside the blockchain database, reference can be made to
the above remarks. Referencing file numbers have arisen
from a pseudonymization process that aggravated identification, so that the obligations of those responsible under Art. 11
para. 2 GDPR could be regarded as mitigated and the rights
of data subjects excluded. Since in the case of file numbers
anonymization without loss of knowledge is not possible and
with regard to the acceptable risk of identification in a state
under the rule of law,118 no controller can prove that he is not
in a position to identify a data subject. Therefore, if one assumes that Art. 11 para. 2 GDPR does not apply, the legitimate
interest can come into play here. Which, subject to a specified, explicit and legitimate purpose of sharing knowledge
(Art. 5 para. 1 lit. b GDPR), i.e. no prohibited sharing of e.g. genetic or biometric data (Art. 9 para. 1 GDPR),119 must fall under
the protection objective of Art. 1 para. 3 GDPR: The protection
of personal data shall not restrict or prohibit the free movement of personal data.
The particular data protection problem in a blockchain network lies in the sharing of personal data of uninvolved third
parties. Without wanting to anticipate the comments of a
further, more in-depth contribution, it must be noted that it
is only the more recent efforts of the business community to
alienate120 blockchain technology from its origins as a peerto-peer network that have given rise to problems which even
the GDPR could not foresee and will not be able to solve. Just
because it is technically feasible to share (special categories

117 Otto, Ri 2018, 16 (28).
118 See above, C.II.4. e).
119 Therefore unthinkable under data protection law: The project of the World Food Programme (WFP) in a refugee camp in Jordan, where the refugees pay for their purchases with an
iris scan; “Instead of as before, the refugee’s account is not located at a conventional bank, but is deposited as a data record within the blockchain network. It contains the data on the
refugee’s identity including his iris pattern and his current account balance. If he shops in a supermarket, the amount in the record is automatically deducted from his account balance.”
Here it also becomes clear that the refugees themselves are not network participants, but at best the supermarket. http://www.faz.net/aktuell/finanzen/digital-bezahlen/jordanien-irisscan-und-blockchain-bei-fluechtlingen-15306863.html (last accessed on 29 September 2018)
120 See above for the purpose of shared knowledge for joint control and protection against misuse.
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“A blockchain network as described here is a virtual togetherness with hardly separable interlocking interests through the common aggregation of
data. It is very difficult to identify single interests
whose enforcement does not affect or even outweigh other legitimate interests worthy of protection.”

of) personal data of uninvolved third parties with an infinite
number of unknown persons it is no reason to do it.121 Despite its dual use possibilities122, the technology is not in conflict with the GDPR. Rather, this applies to the entire spectrum
of novel to aberrant ideas of its use for the processing of personal data of uninvolved third parties.
VI. The Small Right to Erasure
It has been shown123 that the right of a data subject – who is
or has been a network participant – to not further process
his personal data (due to the withdrawal of consent, Art. 7
para. 3 GDPR), and in particular to have them deleted (due to
the right of erasure, Art. 17 GDPR), is not destroying the idea
of blockchain. According to its third paragraph, the right to
erasure under Art. 17 GDPR is not enforceable against overriding interests of other parties, even though it is technically
feasible. A blockchain network as described here is a virtual togetherness with hardly separable interlocking interests
through the common aggregation of data. It is very difficult
to identify single interests whose enforcement does not affect or even outweigh other legitimate interests worthy of
protection.
As unsatisfactory as the statement may sound, every blockchain user must be aware, before joining such a network, that
he puts his individual interests and thus his personal data behind the common interest in sharing knowledge. Those who
help knot a large, common carpet cannot simply remove
their threads later and thereby destroy the common work by

duping the interests of others.
VII. The Knockout for Blockchain Technology: Art. 5 Para. 1
Lit. f GDPR
However, the real problem with this new technology lies not
in the data protection issues concerning the rights of affected (former) network participants, but above all in their temporary, unclear integrity. Nobody knows when the so-called
Elliptical Curves Discrete Logarithm Problem will be solved,
on which the integrity of the network is based, or whether it
has already been solved.124 According to the author’s current
state of knowledge, the solution and thus the “cracking” of
the network is imminent.125
D. Conclusion and Outlook
A blockchain network is an exciting technological and social innovation that raises many legal questions, especially
data protection issues. However, the technology-neutral and
user-need-oriented GDPR and the Charter’s fundamental
right to protection of personal data which it concretizes, do
not take the sword to the blockchain. The biggest problem
of the blockchain technology is and remains the uncertainty
regarding its integrity as a network and thus the integrity of
the personal data stored in it. Of course, it should be emphasized once again that the efforts of some individuals to use
the network to the detriment of natural persons who are not
involved represent a serious and not yet foreseeable problem, the solution to which can only be the consistent, protec-

121 A clear example of the misuse of technology at the expense of network non-participants: child pornographic material in the Bitcoin blockchain. Introductory: Holland, “Bitcoin:
Forscher finden Kinderpornographie in der Blockchain”, 21 March 2018, https://www.heise.de/newsticker/meldung/Bitcoin-Forscher-finden-Kinderpornographie-in-der-Blockchain-4000693.html, Matzutt et al., “A Quantitative Analysis of the Impact of Arbitrary Blockchain Content on Bitcoin”, https://fc18.ifca.ai/preproceedings/6.pdf (both last accessed on 27
September 2018).
122 See Otto, Ri 2018, 68 (75); Sowa, Ri 2018, 89.
123 See above under C.V.1 d) dd).
124 Otto, Ri 2018, 16 (29).
125 Recht innovativ strives for the first publication of this paper.
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tion-goal-oriented application of the GDPR and, if necessary,
consistent prosecution.
If one takes a look at the present and the foreseeable future,
decentralized, collectively controlled networks will prevail,
due to the increasing networking of people for the purpose
of sharing knowledge, across national and geographical
borders on the one hand and defending against the concentration of data power on the other. Legal professionals in
particular are aware of the importance of shared knowledge,
which must be constantly and seamlessly available and up-
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to-date.126 This is the basis of their professional existence, so
there is a protection-worthy interest in sharing, even if it is
not about archiving or scientific research. A rethinking away
from the learned communication structures and possibilities
is meaningful and necessary in view of the current developments, so one should continue to pay benevolent attention to
the blockchain technology. Even if it is unlikely to have such
a big future as is often promised, it is still a cornerstone for
the technologies of the future. Last but not least, it provides a
good and constantly adaptable case for legal professionals to
learn to interpret and apply the GDPR properly.

126 Up next: Otto, “Lawyers Are Only peers”, Ri-nova 2018, 58.

Annex: Lawyers Are Only Peers
Many allegedly completely new blockchain-specific problems are not new. In particular, the idea of sharing knowledge is very well known to the lawyer, since sharing legal
knowledge determines his education and professional activity even beyond his death:
The Independent Lawyer Dependent on the Knowledge of
Others
Although lawyers are officially independent, such as the German lawyer as an independent organ of the administration of
justice according to Sec. 1 of the Federal Lawyers’ Act (BRAO)
or the independent judge according to Art. 97 para. 1 of the
Constitution (GG) and Sec. 25 and 39 of the German Judges’
Act (DRiG), they are all dependent: They rely on the knowledge of other legal professionals. Although legal professionals, at least in Germany, have largely the same education
behind them, the initial generalization inevitably gives way
to specialization and a considerable degree of (at best) economic work, e.g. in order to be able to set up and maintain a

law firm. Forgetting is only human and psycho-economic,
even with legal professionals. Nevertheless, omniscience is
a constant expectation, in such a way that the legal professional must quickly become familiar with every new case, including its peculiarities and distortions of the law. The court
knows the law, iura novit curia,1 only the law does not know
training obligations for judges2. However, the lawyer’s obligation to further training, which is kept short, is laid down in
Sec. 43a para. 6 BRAO.3 The extensive and burdening liability
jurisprudence in relation to this sparseness demands of the
lawyer full knowledge, whether available or freshly procured:
“Basically, the lawyer is responsible for any legal error. He
must constantly decide in accordance with and correct
his interpretation of the law, case law and literature. He
must know or determine all laws and regulations in detail. This also applies to the latest laws. The observance
of foreign law is also part of the lawyer’s duties within the
scope of a commissioned assignment; here the lawyer
must acquire the corresponding knowledge.”4

1 See Sec. 293 Code of Civil Procedure (ZPO), “The law applicable in another state, customary law and statutes require proof only insofar as they are unknown to the court”. This means
that the court, i.e. the judge, does not have to know foreign law but apart from this, any national law.
2 Not even for public prosecutors: “For judges and public prosecutors, however, there is no legal obligation to further training. Its introduction has been discussed; in the case of judges, however, it would have to be designed in such a way that judicial independence (Art. 97 para. 1 of the Basic Law) would be preserved (cf. on the discussion Henning/Sandherr, DRiZ
2013, p. 396 f.; Dyckmans, DRiZ 2008, p. 149 ff.). Brief information of the Bundestag, WD 7 - 3000 - 173/18 (25 July 2018), https://www.bundestag.de/blob/567690/3574d419e1a95477f9eb95323aed2492/wd-7-173-18-pdf-data.pdf (last accessed 27 September 2018).
3 On the existing training obligations in legal professions: Brief information of the Bundestag, WD 7 - 3000 - 173/18 (25 July 2018), https://www.bundestag.de/
blob/567690/3574d419e1a95477f9eb95323aed2492/wd-7-173-18-pdf-data.pdf (last accessed 27 September 2018).
4 BGH VersR 1959, 638, 641.
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Consequently, the lawyer (or his professional liability insurance) is also responsible if the judge does not know the law
so well, contrary to the idea of the Code of Civil Procedure.
The lawyer has to take the safest way for his client and that
means: To provide the possibly not well-informed judge with
legal knowledge.

as Google and DuckDuckGo allow you to find them independently of the operator by pulling them together in a hit
list and making them visible.

For this reason, the lawyer, just like the conscientious judge,
needs access to foreign knowledge: for example, bundled in
collections of laws such as the red “bricks” called Schönfelder
and Sartorius, or mediated in specialist books and journals as
well as in court decisions.

But the legal knowledge, whether provided in a centralized or
decentralized manner, is not only developing in a broadening, but also “appending” way. Jurisprudence thrives on the
integration and further development of approaches, laws and
thoughts of legal colleagues in other fields of law and expertise. Knowledge is transferred, derived and taken up several
times. This results in chaining, entanglement and different
strings. A court decision can be found in numerous literature
sources which are referred to in more recent literature using the same file number. This knowledge tree is called legal
development. And it has a lot in common with the idea of a
blockchain, which can take on the form of a knowledge tree
due to its branches (created in so-called hard forks5).

Legal Knowledge Multiplies When You Share It
In the case of a legal specialist book, for example, the knowledge is not centralized and available only to the author, who
has to be addressed in order to request excerpts for a copy
fee, but is decentralized and available in numerous copies. All
lawyers who need it can buy an identical copy or go to one
of the well-equipped libraries. When paying in cash at the
bookstore, they don’t even have to reveal their identity.
Since there is constant movement in the field of law, and
changes and innovations in jurisdiction and law happen on a
daily basis, these works must always be up-to-date, especially if the lawyer wants to fulfil his professional and contractual
obligations towards the client. So the lawyer could also buy
the new edition, or, as in the case of loose-leaf collections
such as Schönfelder and Sartorius, only acquire the relevant
pages and exchange them for updated ones in order to be on
the same level of knowledge with all other lawyers in the customer network. But this is laborious, time-consuming and
therefore expensive.
For this reason, online knowledge databases have evolved in
which these works are centralized, bundled by the contractual partner and constantly updated. The lawyer then no longer
pays the price irregularly for the purchase of various new editions or supplementary deliveries, but a monthly subscription price. He can compile his individual online library in the
network of the contractual partner as required; the stationary
physical library then comprises only special works.
If we again look at legal blogs, which, according to citations
in supreme court rulings, are of not insignificant importance
for jurisprudence today, these are decentralized, i.e. distributed on a great number of servers. Search engines such

New Legal Knowledge Is Created by Linking Up With Predecessor Knowledge

The Future Lies in Sharing and Passing on Knowledge. That
Is What It Always Did.
Now one can more or less seriously ask oneself the question
how much sense it would make to map the entire legal history and further legal education in a blockchain database and
make each lawyer download a copy of the entire knowledge
base. Which, of course, everyone has to synchronize with every new contribution in the network. But that is not the point.
The point is that lawyers have always depended on sharing
knowledge and will always do; otherwise they would not be
able to use and develop it. Sharing knowledge empowers to
practice the profession and protect from harm.
A blockchain-based peer-to-peer network is based on a
similar idea: Sharing knowledge empowers and protects.
In today’s world, the way shared knowledge is provided and
made available has changed and adapted to needs. The way
in which knowledge is shared will continue to change, as
the Twitter community of German lawyers in particular has
shown. With reference to the technical possibilities of BitTorrent, Bitcoin and Co., it is not least anything but absurd that
lawyers no longer need centralized collections of knowledge
at some point, but also share their knowledge directly with
each other outside court proceedings in return for remuneration.6 Lawyers are just peers.

5 Otto, Ri 2017, 5 (8).
6 Otto, Ri 2017, 5 (17 f.).

01.11.2018

Ri-nova 01/2018

Recht innovativ worldwide

60

Advisory Board

Ri - Recht innovativ

Advisory Board

Lili Birnbach studied law in
Berlin, Paris and Beijing. As a
research assistant and legal
engineer at Berwin Leighton
Paisner LLP in Berlin, she supports real estate and corporate
transactions and is legally responsible for the development
of automated, digital contract
design. She is also a doctoral
student at the chair of Prof. Dr.
Ignacio Czeguhn (Free University of Berlin).

Recht innovativ worldwide

Dr. Wolfgang Dannhorn is a
legal tech entrepreneur and
lawyer specializing in labor
law. As Managing Director of
Cetonis GmbH and Cetonis
Software GmbH, he drives the
digitisation of the legal market,
runs a law firm specializing in
employment law, is a lecturer
in business law, and is frequently engaged in voluntary
work, particularly in the church
sector and as a member of the
board and supervisory board
of various non-profit companies.

Dr. Aleksandra Sowa is a certified data protection officer,
data protection auditor and IT
compliance manager (ITCM).
Together with the German
cryptologist Hans Dobbertin
she founded and managed the
Horst Görtz Institute for Security in Information Technology, is author of various books
and specialist publications,
lecturer, essayist for the debate magazine „The European“
(„Kryptomania“) and columnist
for the magazine „Neue Gesellschaft - Frankfurter Hefte“.
Her recent publication is: „Digital Politics. How the net is
changing democracy.“

Ri-nova 01/2018

Mirjam Steinfeld heads her
defence law practice SteinfeldRecht with focus on white
collar crime and also advises
on compliance matters with a
particular focus on fraud and
money laundering prevention. She studied in Mainz and
Dijon (Mag.iur.), is a certified
specialist in criminal law and is
currently doing an MBA at the
Steinbeis University in White
Collar Crime and Compliance
(MBA). She is also a lecturer in
criminal law at the Rhine-Main
University of Applied Sciences
(Wiesbaden). Her personal focus is on the relationship between cryptocurrencies and
criminal law.

01.11.2018

Ri - Recht innovativ

01.11.2018

61

Ri-nova 01/2018

Recht innovativ worldwide

Imprint

Ri - Recht innovativ

Editor and responsible person
Claudia Otto
COT Legal
OpernTurm
Bockenheimer Landstraße 2-4
60306 Frankfurt am Main
Phone: +49 69 667 748 360
Fax: +49 69 667 748 450
E-Mail: claudia.otto(at)rechtinnovativ.online
USt-ID: DE308711561
Intellectual Property // Copyright
The rights to use the word mark „Recht innovativ“, the title and the contents of the magazine are without further
notice exclusively with Claudia Otto.
All Ri-contributions are protected by copyright.
The temporary free provision of issue Ri-nova 01/2018 does not include a transfer of rights.
Citing Ri-nova
Contributions of Ri-nova are cited
last name, Ri-nova 2018, 1 (2).
Design and Compilation
Claudia Otto
Supervisory Authority:
Rechtsanwaltskammer Frankfurt am Main
Bockenheimer Anlage 36
60322 Frankfurt am Main
Phone: 069/170098-01
Fax: 069/170098-50
E-mail: info@rak-ffm.de
www.rechtsanwaltskammer-ffm.de
Title
Claudia Otto has been awarded the title „Rechtsanwalt“ (lawyer) in the Federal Republic of Germany.
Professional Liability Insurance
Claudia Otto‘s professional liability insurance with Europe-wide validity: HDI Versicherung AG, Neumarkt 15,
66117 Saarbrücken, Germany.
Professional Laws
Applicable laws such as BRAO and BORA, for example, are available in English on the website of the Federal Bar
Association (BRAK): http://www.brak.de/fuer-anwaelte/berufsrecht/.

Recht innovativ worldwide

Ri-nova 01/2018

01.11.2018

Ri - Recht innovativ

01.11.2018

Ri-nova 01/2018

Recht innovativ worldwide

